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QUESTION 1

The network administrator has been tasked to create a network segment where resources can be placed for public web
access. Which of the following should be implemented? 

A. DMZ 

B. Honeynet 

C. PAT 

D. Port security 

Correct Answer: A 

In computer security, a DMZ is a physical or logical subnetwork that contains and exposes an organization\\'s external-
facing services to a larger and untrusted network, usually the Internet. 

 

QUESTION 2

The security measure used to reduce vulnerabilities for MOST network devices that require regular application and
monitoring is: 

A. patch management 

B. security limitations 

C. documentation 

D. social engineering 

Correct Answer: A 

A patch is a piece of software designed to fix security vulnerabilities and other bugs, and improving the usability or
performance. 

 

QUESTION 3

Which of the following reasons would MOST likely be used to implement QoS and traffic shaping solutions? 

A. Redundancy 

B. Fault tolerance 

C. Unified communications 

D. Uptime requirements 

Correct Answer: C 

In unified communication video,voice,data have only one end gateway so to give priority to avoid delay in voice and
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video we use Qos. 

 

QUESTION 4

A technician receives a work order that a user can no longer access any external websites. The user is the only one
affected, but can still access websites by IP address. Which of the following is the MOST likely cause? 

A. The workstation has been removed from the domain and needs to be re-added in directory services. 

B. The workstation is configured to use the IPv4 protocol instead of IPv6. 

C. The workstation is configured with an incorrect IP address of the DNS server. 

D. The workstation\\'s DHCP IP address has expired and has assigned itself an APIPA address. 

Correct Answer: C 

 

 

QUESTION 5

Which of the following protocols would be MOST likely found to be running on a device in a SOHO environment? 

A. BGP 

B. SONET 

C. IPSec 

D. OSPF 

Correct Answer: C 
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