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QUESTION 1

HOTSPOT

Instructions: For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Statements Yes No
You can create inactive mailboxes to retain mailbox content indefinitely.
You can use retention policies to verify that a record is deleted. ( Q

You can use the Label Activity Explorer to search for and view label O O
activity.

Correct Answer:

Statements Yes No

You can create inactive mailboxes to retain mailbox content indefinitely. O Q

You can use retention policies to verify that a record is deleted. - | O

You can use the Label Activity Explorer to search for and view label O O
activity.
Box 1: Yes

You can retain mailbox content indefinitely after an employee leaves the organization.

Inactive mailboxes are useful when your organization needs to retain mailbox content of former employees for
regulatory or other reasons. The mailbox is retained in Microsoft 365 as an inactive mailbox until the retention policy or
retention

labels are removed.

Box 2: No

Retention policies are not used for verification.

Note: Use a retention policy to manage the data for your organization by deciding proactively whether to retain content,
delete content, or retain and then delete the content.

A retention policy lets you do this very efficiently by assigning the same retention settings at the container level to be
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automatically inherited by content in that container.

Box 3: Yes

The data classification overview and content explorer tabs give you visibility into what content has been discovered and
labeled, and where that content is. Activity explorer rounds out this suite of functionality by allowing you to monitor
what\\'s

being done with your labeled content. Activity explorer provides a historical view of activities on your labeled content.
The activity information is collected from the Microsoft 365 unified audit logs, transformed, and made available in the
Activity

explorer UL.

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/inactive-mailboxes-in-office-365
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-and-manage-inactive-mailboxes

https://docs.microsoft.com/en-us/microsoft-365/compliance/data-classification-activity-explorer

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies

QUESTION 2
DRAG DROP
Match each tool to its definition.

Instructions: To answer, drag the appropriate tool from the column on the left to its definition on the right. Each tool may
be used once, more than once, or not at all.

NOTE: Each correct selection is worth one point.
Select and Place:

Tools Answer Area

Azure Active Directory Identity Protection Requirement Tool

. Use artificial intelligence to detect anomalies and
Azure Advanced Threat Protection suspicious incidens.

Microsoft Exchange Online Protection Identify and detect malicious insider actions to make it Toal
—_ = more difficult to compromise user credentials. .

Office 365 Threat Intelligence . . )
Protect against spam and help prevent messaging policy Tool

violations.

Scan emails and URLs to identify impersonation and
malicious files.

Correct Answer:
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Tools Answer Area

Requirement Tool

Use artificial intelligence to detect anomalies and Azure Active Directory Identity Protection
suspicious incidents.

Identify and detect malicious insider actions to make it

. 2 b Azure Advanced Threat Protection
more difficult to compromise user credentials.

Protect against spam and help prevent messaging policy microsoft Exchange Online Protection

violations.

Scan emails and URLs to identify impersonation and

e : Office 365 Threat Intelligence
malicious files.

Reference: https://docs.microsoft.com/en-us/azure-advanced-threat-protection/what-is-atp
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/exchange-online-protection-
overview?view=0365-worldwide

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

QUESTION 3

DRAG DROP

An organization is moving to Microsoft Azure and Microsoft 365.
You need to classify the following components:

1.

website hosting

2.

a virtual machine that runs Linux

3.

document storage that uses OneDrive for Business

Match each component to its classification. To answer, drag the appropriate components from the column on the left to
its classifications on the right. Each component may be used once, more than once, or not at all.

NOTE: Each correct selection is worth one point.

Select and Place:
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Classifications Website hosting

Platform as a service (PaaS)

a virtual machine that runs Linux

Software as a service (SaaS) Tool

document storage that uses OneDrive for Business

Infrastructure as a service (laaS)

Tool

Correct Answer:

Classifications Website hosting

Platform as a service (PaaS)

a virtual machine that runs Linux

Infrastructure as a service (laaS)

document storage that uses OneDrive for Business

Software as a service (SaaS)

QUESTION 4
HOTSPOT

An organization migrates to Microsoft 365. The company has an on-premises infrastructure that includes Exchange
Server and Active Directory Domain Services. Client devices run Windows 7.

You need to determine which products require the purchase of Microsoft 365 licenses for new employees.
Which product licenses should the company purchase? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Product license License required
Windows 10 Pro Upgrade v
Required
Mot requirad
Microsoft Office Professional v
Required
Mot required
Wirdows Server v
Required
Mot required
Mivosoll Exchange Clienl Actess v
Required
Mot required
Correct Answer:
Product license License required
Windows 10 Pro Upgrade v
[Required
Mot requirad
Microsoft Office Professional v
Required
Mot required
Wirdows Server v
Required
Mot required
Miuusoll Exchange Clienl Actess | v
Required
Mot required

References: https://docs.microsoft.com/en-us/microsoft-365/enterprise/migration-microsoft-365-enterprise-
workload#result
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QUESTION 5
HOTSPOT

Instructions: For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes No
Microsoft Defender for Cloud Apps integrates with the Intelligent O O

Security Graph to generate Microsoft Defender for Identity alerts.

Microsoft Defender for Cloud Apps integrates with Secure Score to O O
report the available security features that may reduce risk.

Microsoft Defender for Cloud Apps integrates with Microsoft Power O O
Bl to automate a response when alerts are triggered.

Correct Answer:

Answer Area

Statements Yes No

Microsoft Defender for Cloud Apps integrates with the Intelligent | O ‘ O
Security Graph to generate Microsoft Defender for Identity alerts.

Microsoft Defender for Cloud Apps integrates with Secure Score to O O
report the available security features that may reduce risk.

Microsoft Defender for Cloud Apps integrates with Microsoft Power | ) | O
Bl to automate a response when alerts are triggered.

Reference: https://www.microsoft.com/en-ww/security/business/graph-security-api https://docs.microsoft.com/en-
us/azure/defender-for-cloud/secure-score-security-controls https://docs.microsoft.com/en-us/power-bi/admin/service-
security-using-defender-for-cloud-apps-controls
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