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QUESTION 1

Pen testing is another area of security where acronyms and expressions abound. What does the term rooting refers to?
A. Getting access to the root directory

B. Getting administrator access on a Linux system

C. Getting administrator access on a Windows system

D. Planting a worm that will develop and grow within the system

Correct Answer: B

QUESTION 2

Which Vulnerability Assessment tools perform dangerous/destructive scans.Choose two.
A. MS Baseline Analyzer

B. Nessus

C. Snort

D. X-Scan

Correct Answer: BD

QUESTION 3

Looking at the graphic presented below,what destination port is highlighted in the Hex dump presented? Extract the
information from the Hex dump packet captured below.

A.53
B. 69
C.50
D. 80

Correct Answer: D

QUESTION 4
Bob is working as an Instrusion Detection System administrator for a company called CCCure.

Being a keen analyst he has noted a very large amount of SYN packet being sent to some of his external IP addresses.
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At first it looked like normal daily traffic but somehow it seems that after his internet facing hosts sends a SYN/ACK reply
back to the connection request,the final ACK packet is never received from the remote host.

What type of scan does this pattern indicate?
A. A FIN Scan

B. A Vanilla port scan

C. A Half-Open Scan

D. A NULL scan

Correct Answer: C

QUESTION 5

Spyware is either hardware or software installed on a computer which gather information about the user
for later retrieval by whoever controls the Spyware.

It is installed without the users knowledge

What are the two ctegories of Spyware that exist? (Choose two from the list below)

A. Surveillance

B. Screen capture

C. Key loggers

D. Advertising

Correct Answer: AD
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