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QUESTION 1

When a company wishes to have some asurance that a product is working as per the vendor claim they usually seek
certification.One of the most commonly used certification schemes today is called Common Criteria (CC).Which of the
following terms describe a product that is to be evaluated under the Common Criteria to see how well the product meets
the claims made by the vendor? 

A. Security Target 

B. Target of evaluation 

C. Protection Profile 

D. EAL4 

Correct Answer: B 

 

QUESTION 2

Ping utilities can be used for basic network connectivity test; the ping command sends out an ICMP Echo Request
packets and the destination host will reply with an ICMP Echo Reply packets if the host is alive. 

However,in some cases the host might be alive and responses are not received.What is the most likely cause of such
behavior? 

A. The packet suffers from time exceeded in transit 

B. The packet did not reach the destination gateway 

C. A filtering device is dropping the packets 

D. The remote device OS does not support the ping command. 

Correct Answer: C 

 

QUESTION 3

Which tools are capable of capturing Kerberos domain authentication credentials and then running either dictionary or
brute force offline password cracking?Choose two. 

A. LC5 

B. Cain and Abel 

C. Ettercap 

D. Kerbsniff and kerbcrack 

Correct Answer: BD 
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QUESTION 4

If the DS Client software has been installed on Windows 95,Windows 98, and NT 4 computers,what setting of the
LanMan Authentication level should be applied to counteract LanMAn hash sniffing and offline cracking?Choose the
best answer. 

A. Send NTLM v2/Refuse LM and NTLM 

B. Send NTLM only 

C. Send LM and NTLM responses 

D. Send NTLM v2/Refuse LM 

Correct Answer: A 

 

QUESTION 5

DNS Spoofing can allow an attacker to sniff traffic that is meant to go to particular web sites.Which of the following tools
can perform DNS Spoofing?Choose two. 

A. Cain and Abel 

B. LC5 

C. WinDNSSpoof 

D. URLSnarf 

Correct Answer: AC 
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