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QUESTION 1

Looking at the graphic presented below,what destination port is highlighted in the Hex dump presented? Extract the
information from the Hex dump packet captured below. 

A. 53 

B. 69 

C. 50 

D. 80 

Correct Answer: D 

 

QUESTION 2

When you create a hash value of the message you wish to send,then you encrypt the hash value using your private key
before sending it to the receiver in order to prove the authenticity of the message.What would this be called within the
cryptography world? 

A. Hashing 

B. Digital Signature 

C. Encryption 

D. Diffie-Hillman 

Correct Answer: B 

 

QUESTION 3

Why are SYN port scans not as stealthy as what they originally were several years ago?Choose two. 

A. Many firewall rulesets detect and block SYN scans 

B. IDS systems look for SYN flag packets due to the proliferation of SYN flood-based denial of service attacks 

C. RFC 3502 has redefined the TCP three-way handshake thus changing how SYN flags are used 

D. The Internet backtone routers all block SYN flag packets according to new RFC 3705 

Correct Answer: AB 

 

QUESTION 4

Which of these methods would help protect DNS records from unauthorized users?(Choose two.) 
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A. Removing the default setting on NT 4 and Windows 2000 DNS servers that allows zone transfers to any IP address 

B. Using Active Directory Integrated zones on publicly-available DNS servers 

C. Blocking incoming UDP port 53 requests to a DMZ hosting a DNS server 

D. Using two DNS servers;An internal DNS server with internal resource records and an external DNS server with DMZ-
based resource records 

Correct Answer: AD 

 

QUESTION 5

Looking at the results of hping2 below,what does the flag=RA portion of the response most likely indicate in this case? 

A. The ports is open and waiting for connections 

B. The port is closed 

C. The port is filtered 

D. There are no ports open on the remote host 

Correct Answer: B 
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