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QUESTION 1

Which programs might an attacker use to facililate sniffing in a switched network?Choose all that apply. 

A. Ettercap 

B. Cain and Abel 

C. MACof 

D. Etherflood 

Correct Answer: ABCD 

 

QUESTION 2

Mae i a keen system administration; she constantly monitors the mailing list for best practices that are being used out in
the field.On the servers that she maintains,Mae has renamed the administrator account to another name to avoid abuse
from crackers.However,she found out that it was possible using the sid2user tool to find the new name she used for the
administrator account.Mae does not understand; she has NOT shared this name with anyone.How can this be?What is
the most likely reason? 

A. Her system have been compromised 

B. Renaming the administrator account does not change the SID 

C. She has not applied all of the patches 

D. Someone social engineered her 

Correct Answer: B 

 

QUESTION 3

Assuming SNMP Agent devices are IPSec-capable,why would implementing IPSec help protect SNMP Agents?Choose
three. 

A. SNMP is installed by default on Windows computers 

B. SNMP v.2 sends the community name in cleartext 

C. SNMP v.2 does not encrypt any data 

D. IPSec would protect against an attacker spoofing the IP address of the SNMP Management station 

Correct Answer: BCD 

 

QUESTION 4
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Which of the following ports could be associated with a trojan on a Windows computer? Choose two. 

A. 135 

B. 3268 

C. 12345 

D. 27374 

Correct Answer: CD 

 

QUESTION 5

Which of the following countermeasures can make it more difficult for an attacker to gain access to the local SAM file if
the attacker has physical access to that computer?Choose two. 

A. Change the BIOS to always boot first from the hard drive and enable a BIOS password 

B. Install a smartcard reader for login 

C. Encrypt the SAM file using EFS 

D. Physically remove the floppy drive and CD/DVD drives 

Correct Answer: AD 
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