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QUESTION 1

The ePO administrators have already tuned and configured dynamic application containment rules within the policy. In
which of the following ways will dynamic application containment protect against malware once enforcement is
enabled? 

A. The scan engine will learn the behavior of the application and send up to GT1 for analysis, and then receive an action
to block all actions from the application\\'s process. 

B. If an application\\'s reputation is below the threshold while triggering a block rule and is not an excluded application,
malicious behavior of the application will be contained. 

C. The ENS client will receive the reputation as "highly suspicious" from either the McAfee GTI or TIE server, and then
immediately uninstall the application on the system. 

D. The adaptive threat protection scanner will send the file automatically to a preconfigured "Sandbox" folder and
analyze the application for malicious features before use. 

Correct Answer: B 

 

QUESTION 2

An ePO administrator needs to add exclusions for a folder. The folder has been created in several locations, including
C:\Program Files\Custom\Acme or C:\Program Files\Acme, but the folder could be located in other subfolders in the
Program Files folder. 

Which of the following is the correct way to write an exclusion for the Acme folder? 

A. \Program Files\?\Acme 

B. \Program Files\**\Acme 

C. \Program Files\*\Acme 

D. \Program Files\??\Acme 

Correct Answer: C 

 

QUESTION 3

An administrator wants to allow remote users the ability to access the Internet from unsecure WiFi access points to
connect to the VPN. Which of the following ENS 10.5 features should the administrator use to accomplish this? 

A. Trusted Networks 

B. Location-based Groups 

C. Timed Groups 

D. Connection Isolation Groups 
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Correct Answer: B 

 

QUESTION 4

An engineer needs to allow a specific application to run. The engineer just finished creating an Exploit 

Prevention process exclusion. After applying the exclusion, the engineer notices the application is not 

being run. The following information is provided to the engineer: 

Which of the following is the error with the engineer\\'s exclusion? 

A. A signature ID was not entered. 

B. Exclusions are case sensitive. 

C. A hash was not specified. 

D. Wildcard was not used. 

Correct Answer: B 

 

QUESTION 5

Which of the following server roles has a McAfee-defined policy bundled with the product? 

A. Exchange 

B. Internet Information Services (IIS) 

C. Active Directory 

D. SQL 

Correct Answer: B 
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