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QUESTION 1

While performing a security audit, an administrator discovers that a machine is accepting connections on TCP port 184,
but it is not obvious which process has the port open. Which of the following programs should the administrator use to
find out? 

A. traceroute 

B. strace 

C. debug 

D. nessus 

E. lsof 

Correct Answer: E 

 

QUESTION 2

Which of the following looks like a correct entry in the /etc/hosts file? 

A. localhost 127.0.0.1 localhost.localdomain 

B. localhost.localdomainlocalhost 127.0.0.1 

C. localhostlocalhost.localdomain 127.0.0.1 

D. 127.0.0.1 localhost.localdomainlocalhost 

E. localhost.localdomain 127.0.0.1 localhost 

Correct Answer: D 

 

QUESTION 3

An administrator has a user whose account needs to be disabled but not removed. Which of the following should the
administrator do? 

A. Edit /etc/gshadow and just remove the user name. and just remove the user? name. 

B. Edit /etc/passwd and change all numbers to 0. 

C. Edit /etc/shadow and remove the last field. 

D. Edit /etc/passwd and insert an * after the first : . 

E. Edit /etc/group file and put a # sign in front of the user name. sign in front of the user? name. 

Correct Answer: D 
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QUESTION 4

Which of the following commands can deconfigure a network interface? 

A. ipdown 

B. net 

C. ifconfig 

D. netdown 

Correct Answer: C 

 

QUESTION 5

Which of the following entries can an administrator add to syslog.conf file to have all syslog messages generated by the
administrator system go file to have all syslog messages generated by the administrator? system go to virtual console
12? 

A. *.* /dev/tty12 

B. /var/log/messages | /dev/tty12 

C. | /dev/tty12 

D. syslog tty12 

E. mail.* /dev/tty12 

Correct Answer: A 
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