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QUESTION 1

Which two statements about certificate-based user authentication are true? (Choose two.) 

A. Certificate-based user authentication may not require user input during the authentication exchange. 

B. Certificate attributes can be used to determine the correct sign-in page. 

C. Certificate attributes can be used to assign users to roles. 

D. Certificate-based user authentication requires the use of OCSP. 

Correct Answer: AC 

 

QUESTION 2

Click the Exhibit button. Which type of log is shown in the exhibit? 

A. events 

B. admin access 

C. client 

D. user access 

Correct Answer: C 

 

QUESTION 3

Which statement is true about password mediation? 

A. Password mediation to an LDAP server is possible only if the LDAP server supports RFC 2195 password handling. 

B. With password mediation enabled, if a user logs in to the IVE with an LDAP password that is about to expire, the user
is redirected to a mediation server. 

C. To enable password mediation for LDAP, you must specify valid administrator credentials and specify the correct
LDAP server type. 

D. Password mediation is only available for LDAP authentication. 
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Correct Answer: C 

 

QUESTION 4

By default, the IVE device maintains a list of trusted root CAs and possible chains installed on the device. 

The list of installed certificates mirrors which operating system and browser? 

A. Windows XP SP2 with Internet Explorer 7.0 

B. Windows Vista with any supported browser 

C. Windows Vista with Internet Explorer 7.0 

D. Windows XP SP2 with Internet Explorer 6.0 

Correct Answer: D 

 

QUESTION 5

You have configured your IVE device to use OCSP for certificate validation. Which statement is true? 

A. The IVE device will validate certificates with the OCSP server on an on-demand basis. 

B. The IVE device will use OCSP to download and validate the CA certificate. 

C. The IVE device will periodically check user certificates with the OCSP server. 

D. The IVE device will download the CRL from the OCSP server. 

Correct Answer: A 
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