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QUESTION 1

Given the following output, what do you know about this session? 

id /s01,vsys 0,flag 18200450/4004/0083,policy 10,time 5, dip 0 module 0 if 14(nspflag
0905):10.10.10.10/51112->8.8.8.8/443,6,000000000000,sess token 44,vlan 990,tun 0,vsd 0,route 315,wsf 0 if 8(nspflag
0904):10.10.10.10/51112 get conf | include syn set zone untrust screen syn-flood attack-threshold 625 set zone untrust
screen syn-flood alarm-threshold 250 set zone untrust screen syn-flood timeout 20 set zone untrust screen syn-flood
queue-size 1000 set zone untrust screen syn-flood set flow syn-proxy syn-cookie 

A. It will maintain this state for all 1000 connection attempts. 

B. It will begin to drop the SYN packets. 

C. It will block further connection attempts from this host for 20 seconds. 

D. It will reply with SYN-ACK packets. 

Correct Answer: D 

 

QUESTION 3

You have entered the command 

set ffilter src-ip 1.1.7.250 dst-ip 10.1.10.5 ip-prot 6 

What will be the resulting output in the debug for which this was created? 

A. If the packet has a scr-ip of 1.1.7.250 or a dst-ip of 10.1.10.5 or has TCP as its protocol then it will be captured 

B. If the packet has a scr-ip of 1.1.7.250 or a dst-ip of 10.1.10.5 or has UDP as its protocol then it will be captured 

C. If the packet has a scr-ip of 1.1.7.250 and a dst-ip of 10.1.10.5 and has TCP as its protocol then it will be captured 

D. If the packet has a scr-ip of 1.1.7.250 and a dst-ip of 10.1.10.5 and has UDP as its protocol then it will be captured 

Correct Answer: C 

 

QUESTION 4

Policy-based routing consists of which three ScreenOS objects? (Choose three.) 

A. extended access lists 

B. match groups 

C. action groups 

D. address books 

E. security policy 
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Correct Answer: ABC 

 

QUESTION 5

What is the default timeout for a fully established TCP session? 

A. 10 minutes 

B. 30 seconds 

C. 30 minutes 

D. 300 seconds 

Correct Answer: C 
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