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QUESTION 1

Your company has 500 branch sites and the CIO is concerned about minimizing the potential impact of a VPN router
being stolen from an enterprise branch site. You want the ability to quickly disable a stolen VPN router while minimizing
administrative overhead. 

Which solution accomplishes this task? 

A. Implement a certificate-based VPN using a public key infrastructure (PKI) 

B. Modify your IKE proposals to use Diffie-Hellman group 14 or higher 

C. Use firewall filters to block traffic from the stolen VPN router 

D. Rotate VPN pre-shared keys every month 

Correct Answer: C 

 

QUESTION 2

You are required to design a university network to meet the conditions shown below. 

Users connected to the university network should be able to access the Internet and the research 

department lab network. 

The research department lab network should not be able to reach the Internet. 

Which three actions satisfy the design requirements? (Choose three.) 

A. Use a global permit policy for Internet traffic 

B. Use a global deny security policy for the research lab 

C. Use separate security zones for each department 

D. Use the default deny security policy for the research lab 

E. Use a static NAT rule between the internal zones for the research lab 

Correct Answer: ACD 

 

QUESTION 3

You are designing a data center security solution for a customer. The customer asks that you provide a DDoS solution.
Several IPsec tunnels will be terminated at the data center gateway. 

Which type of security is your customer asking you to implement? 

A. segmentation 
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B. intra-data center policy enforcement 

C. perimeter protection 

D. compliance 

Correct Answer: C 

 

QUESTION 4

You are asked to design a secure enterprise WAN where all payload data is encrypted and branch sites communicate
directly without routing all traffic through a central hub. 

Which two technologies would accomplish this task? (Choose two.) 

A. group VPN 

B. AutoVPN 

C. MPLS Layer 3 VPN 

D. Auto Discovery VPN 

Correct Answer: CD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-auto-discoveryvpns.html 

 

QUESTION 5

You are deploying Security Director with the logging and reporting functionality for VMs that use SSDs. You expect to
have approximately 20,000 events per second of logging in your network. 

In this scenario, what is the minimum number of logging and reporting devices that should be used? 

A. 2 

B. 4 

C. 1 

D. 3 

Correct Answer: C 

Reference: https://www.juniper.net/documentation/en_US/junos-space17.1/topics/task/multi-task/junosspace-sd-log-
collector-installing.html 
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