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QUESTION 1

You are asked to include anti-malware features into an existing network design. Traffic from the infected machines must
be moved to a quarantined VLAN. 

Which product will provide this segregation? 

A. screens 

B. Sky ATP 

C. unified threat management 

D. Software Defined Secure Network 

Correct Answer: B 

Reference: https://www.juniper.net/documentation/en_US/release-independent/sky-atp/informationproducts/pathway-
pages/sky-atp-admin-guide.pdf 

 

QUESTION 2

You are designing an enterprise WAN network that must connect multiple sites. You must provide a design proposal for
the security elements needed to encrypt traffic between the remote sites. 

Which feature will secure the traffic? 

A. BFD 

B. OSPF 

C. GRE 

D. IPsec 

Correct Answer: D 

 

QUESTION 3

You are concerned about users attacking the publicly accessible servers in your data center through encrypted
channels. You want to block these attacks using your SRX Series devices. 

In this scenario, which two features should you use? (Choose two.) 

A. Sky ATP 

B. IPS 

C. SSL forward proxy 

D. SSL reverse proxy 
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Correct Answer: BC 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-user-auth-ssltls.html 

 

QUESTION 4

You are designing a corporate WAN using SRX Series devices as a combined firewall and router at each site. 

Regarding packet-mode and flow-mode operations in this scenario, which statement is true? 

A. Packet-mode on SRX Series devices is required for deep packet inspection 

B. Packet-mode is only supported on high-end SRX Series devices 

C. An SRX Series device in flow-mode cannot forward packet-mode traffic 

D. Flow-mode on SRX Series devices is required for security services 

Correct Answer: D 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-srx-devicesprocessing-
overview.xml.html 

 

QUESTION 5

You are concerned about users downloading malicious attachments at work while using encrypted Web mail. You want
to block these malicious files using your SRX Series device. 

In this scenario, which two features should you use? (Choose two.) 

A. SSL reverse proxy 

B. SSL forward proxy 

C. Sky ATP SMTP scanning 

D. Sky ATP HTTP scanning 

Correct Answer: BC 
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