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QUESTION 1

You are designing a network management strategy for a new network. The requirements for the 

management of network devices are shown below: 

Administrator passwords must have an expiration date. 

Administrators must be assigned role-specific privileges on each device. 

In this scenario, which statement is true? 

A. Local authentication must be used on each device. 

B. A centralized AAA system must be used for authentication. 

C. All devices must be configured with the same privilege levels. 

D. Each user must have a unique login account. 

Correct Answer: B 

 

QUESTION 2

What are three components used to enforce 802.1X in your design? (Choose three.) 

A. authenticator 

B. VoIP phone 

C. authentication server 

D. supplicant 

E. edge router 

Correct Answer: ACD 

 

QUESTION 3

What are two valid reasons to enable route summarization? (Choose two.) 

A. to reduce routing overhead 

B. to reduce the coexistence of BGP with IGPs 

C. to benefit from a hierarchical IP addressing plan 

D. to enable the use of more than one routing protocol 

Correct Answer: AC 
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QUESTION 4

What are two phases of assessment when designing network security? (Choose two.) 

A. to layout a logical design 

B. to layout a physical design 

C. to identify requirements 

D. to perform data analysis 

Correct Answer: AC 

 

QUESTION 5

What does the network MTBF indicate? 

A. the speed of the network 

B. the reliability of the network 

C. the age of the network 

D. the cost of the network 

Correct Answer: B 
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