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QUESTION 1

You have been tasked with designing a security plan for your company. Drag and drop the appropriate security controls
on the floor plan-Instructions: All objects must be used and all place holders must be filled Order does not matter When
you have completed the simulation, please select the Done button to submit.

Select and Place:

Question

- Floor Plan

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.
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Correct Answer:
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Question

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.
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QUESTION 2
Determine the types of Attacks from right to specific action.

Select and Place:
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Task: Determine the types of attacks below by selecting an option

Types of attacks froem the dropdown st
= Email sent te multiple users PhIShlng
= to a link to verify : I Choose Attack Type i
username/prssword on O 2. Pharming
external site @] : 3 UlShlng
Phonecalls made to CEQ of ® 4 Whallng
.‘ mrgRAiEtian Bing far E K_Mas
: 1 varigus financial data E Spﬂoﬁng
7. Hoax
e Phonecall ismade to individual
"' stating thers was an IT issue, B ] S pam
{8 and astad for the user's 4
B password ower the phone ! g Splm
‘:gf‘ - - 10. Social Engineering
n
i

You're on a sacial madia sif
an instant mmgw =<
ey Ch AttackT
from ifrinndw]t n 1 I oose Attack Type I

new breakthr

% .

Afriand/collague asks you
guertisne afs persanal ANturs,

which couldbe considered I
typical password reset

guestions,

Choose Attack Type I

Correct Answer:
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Task: Determine the types of attacks below by selecting an option
Types of attacks froen the dropsown st

_ Email sent te multiple users :
:ﬁ 1o & linkta verify - 1. Phishing @ ?
8 @ 2. Pharming

username/pretword on
external site @

’ Phone calls mede to CEQ of

ArERA iRt an BGnE far

B. X-Mag
6. Spoofing
7. Hoax
8. Spam

varigus financial data

= Phonecall ismade to individual
' stating thers was an IT issue, 3 Vlshlng
and astad for the user’s
password ovar the phone

You're on a sacial media s
BA LASTEAT MESLREE P
from afriend wit
new breakthr

Afrignd/collEague asks you r

Huarrisnt af s pereansl ANTUF, E 2 - .
hiih ot sakutia 10. Social Engineering
typical password reset |
guestions,

QUESTION 3
Select the appropriate attack from each drop down list to label the corresponding illustrated attack.

Instructions: Attacks may only be used once, and will disappear from drop down list if selected. When you have
completed the simulation, please select the Done button to submit.

Hot Area:
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Question
RET Attacks
Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done bu}_tgn to submit.
Attack Vector Target (.\ ntified Attack
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Correct Answer:
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Question

Show

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.
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QUESTION 4

A Security administrator wants to implement strong security on the company smart phones and terminal servers located
in the data center. Drag and Drop the applicable controls to each asset type. Instructions: Controls can be used multiple
times and not all placeholders needs to be filled. When you have completed the simulation, Please select Done to

submit.

Select and Place:
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Controls
Scerren Locks

Company Manager
Smart Phone

Strong Password

Device Encryption

Data Center
Terminal Server
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Correct Answer:
Controls Company Manager Data Center
Smart Phone Terminal Server

Scerren Locks 29 Cable Locks
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Device Encryp'tliEﬂ Host Based Firewall
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QUESTION 5

For each of the given items, select the appropriate authentication category from the dropdown choices. Instructions:
When you have completed the simulation, please select the Done button to submit.

Hot Area:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

Item

Retina scan

Smart card

Hardware Token

Password

PIN number

Fingerprint scan
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_|Sompthing you are
F -
ﬁll given authentication categories

Response

Something you have
Something you know
Something you are

All given authentication categories

Something you have

Something you know .

Something youare - -
o s -

All given authentication categories

_ & \ ;

Sun’get?hirl Q"iroi.i'have
S'\Abmli{dlglj:r:l’;jg;you know

|

Something you have

Something you know

Something you are

All given authentication categories

Something you have
Something you know
Something you are

All given authentication categories

W

Something you have
Something you know
Something you are

All given authentication categories
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Correct Answer:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

ltem Response

Retina scan | |

Something you have
Something you know
Something you are

All given authentication categories

Smart card . ""T{J
Something you have m
Something you know (7
Somethingyouare .-
[, bt
All given authen;ip_a_’tiﬁﬁ,i:ategories
Hardware Token - If,i,_\, ke

Snmet?hi{rlﬁ’ir-:;ﬁ'have
ibm'%ﬁirﬁg"you know
thing you are

._‘;ﬁ'.l'l_éliven authentication categories

Something you have
Something you know
Something you are

All given authentication categories

PIN humber v|

Something you have
Something you know
Something you are

All given authentication categories

Fingerprint scan v|

Something you have
Something you know
Something you are

All given authentication categories
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