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QUESTION 1

A Security administrator wants to implement strong security on the company smart phones and terminal servers located
in the data center. Drag and Drop the applicable controls to each asset type. Instructions: Controls can be used multiple

times and not all placeholders needs to be filled. When you have completed the simulation, Please select Done to
submit.

Select and Place:

Controls Company Manager Data Center
Scerren Locks Smart Phone Terminal Server

i O,
- ‘:i\:'
Device Encryption '

—\\
Strong Password 8O B

Remote Wipe G :'-';
GPS Tracking P
Pop-up Blocker '.';:_.,_fl_
Cable Locks - - -

Antivirus

Host Based Firewall o

Proximity Reader K Y
Sniffer =
Mantor ap

Correct Answer:
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Controls

Company Manager
Smart Phone

_—
L%
[ s
L)
i N,
1"“.\'\"'\\:'
- .
Iﬁ e
bl

Data Center
Terminal Server

L o

Scerren Locks {f;i i) Cable Locks
Strong Password®) 0" Antivirus

[T

Device Encrypti Host Based Firewall
Remote )é@*- Sniffer
GR@\T}&’EHHQ Mantor ap

AR

Proximity Reader

. gﬁﬁ-up Blocker

QUESTION 2

Select the appropriate attack from each drop down list to label the corresponding illustrated attack.

Instructions: Attacks may only be used once, and will disappear from drop down list if selected. When you have
completed the simulation, please select the Done button to submit.

Hot Area:
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—_— Attacks

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

Question

Attack Vector Target

ntified Attack

I

—

= : e SPEAR PUSHING
Attacker gains confidential # HORX
L company information VISHING
. PHISHING
----------------------------------------------------------------------------------------------- PHARMING -~
[ Attacker posts link to | SPEAR PUSHING B
e HOAX

4 = fake AV software
VISHING

R Multiple
social networks PHISHING

__________________________________________________________ ---------------------------------PHHRMING
 — é k Phone-based victim |
§ "J?F Attacker collecting % r ﬁ(P)EAI:(R PUSHING
\_\q credit card details | \ T

S PHISHING
“““““““““““““““““““““““ DI TS R IR e e e e e s e U PHARNING ety
k... Broad set of recipients | -]
' SPEAR PUSHING
N —_ @ HOAX
A b
PHISHING
---------------------------------------------------------------- PHARMING - —
\1..-}/ resolution entries from legitimate # i3 Legitimate site SPEAR AUSHING
= . : , = HOAX
| ="t  site to fraudulent site
1 Victims VISHING
PHARMING | =
If == = Reset All i
e =
Correct Answer:
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Question

—_ Attacks

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

Attack Vector Target (/(:\!Gbmifieﬁ Attack

]

~— D ::;g:::j CEER® 'SPEAR PUSHING-'—]*

Attacker gains confidential * .@ HOAX [

L company information - VISHING
: PHISHING
B e e e e e e e e e e 'Q-""--""--PHARMING ------------

o set of victims -

Attacker posts link to _"__—n_"__ SPEAR PUSHING

=, _  fake AV software * - HOAX

VISHING
PHISHING
e [ T T R

7 @ ‘, Phone-based victim | -
&ﬁ:_/ Attacker collecting *@' % SPEAR PUSHING
o —

Multiple
social networks

\y credit card details Pl \I:l(;f-ITHG |
@ : PHISHING
““““““““““““““““““““““ i N R R s e o e e e R ARMING e
k- Broad set of recipients | - -l
~ LNy | SPEARPUSHING
M @ HOAX
. ) VISHING
PHISHING |
g g - PHARMING --------------
9. . e ;: I
)..-)/ resolution entries rom legitimate # ﬂ' @ ;Lagi&nmaim-l SPEAR PUSHING
- =Tt site to fraudulent site i ' : Vil \I:I%ﬁTNG
1 - Victims
— PHISHING
PHARMING .
|
i S .
QUESTION 3

A forensic analyst is asked to respond to an ongoing network attack on a server. Place the items in the list below in the
correct order in which the forensic analyst should preserve them.

Select and Place:
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Correct Answer:
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QUESTION 4

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Task: Corfigure the firevwall [fill out the tabik) to allow these four rules:
Configure the Firewall 1. Only aflow the Acoounting computer tohave HTTPS aooess bo the Administrative server.

2. Only allow the HR computsr to be able to communicate with the Server 2 System over SCP.
3. Allowthe IT computer to hawe access to both the Administrative Server 1 and Administrathie

Seruer 1

IP: 10.4.255.1

HR IT Cther Department
IP: 10.4.255.10/23 IP: 10,4255 10/24 IP: 10.4.255 10/2% 1P 10.4.255.00/26

Correct Answer: Use the following answer for this simulation task.

Explanation/Reference:
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Source IP Destination IP Port number TCP/UDP Allow Deny
10.4.255.10 10.4.255.101 443 TCP @@ Allow
&
10.4.255.10 10.4.255.2 22 TCP ° Allow
Q@'
10.4.255.10 10.4.255.101  Any @;" Allow
@@}
10.4.255.10 10.4.255.102 Allow

MNote: All servers in the bottom have the same |P address, so something is wrong with this guestion.

QUESTION 5
Determine the types of Attacks from right to specific action.

Select and Place:

froem the dropdown fist

Types of attacks

Task: Determine the types of attacks bekow by selecting an option

Email sent to multiple users

to & link o verify

i I

Choose Attack Type

@ Phishing
@ » 2. Pharming

pmnrd over the phone

username jprssword on .
external site @ 3. Vi .
. Vishing
Phone calls made to CEQ of 4 Wha"ng
_’ arganizatinn siing far E. K—Mﬂs
.-t varigui financiad data 6 Spﬂﬂﬁng
7. Hoax
% Phonecall ismade to individual
' stating thers was an 1T issue, B * S pam
(R and astad for the users g Splm

You“re on a sacial media s

B INSTENT MEIZAEE P
from afriend wit

a e I Choose Attack Type

new breakthn

10. Social Engineering

Afriend/colEague asks you

guettisne afs perEonal AETUr,

which could be considered I Shoome Mtack Ty

typical password reset
Questions,

Correct Answer:
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Types of attacks from the dropdown st

Task: Determine the types of attacks below by selecting an option

Email sent te multiple users
to a link to werify
username/pestword on
external site

1. Phishing

Phone calls mede to CEQ of
ArERA iRt an BGnE far
a1 varigus financial data

Phonecall ismade to individual
stating thers was an IT issue,
and astad for the user’s
password ower the phone

BN iNSTANT MESSAgE PORAUE
from afriend witha|s
new breakthroogh dié

Afriand/collague asks you
guertisne afs persanal ANturs,
which couldbe considered
typical password reset
guestions,

10. Social Engineerin
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2. Pharming

B. X-Mag
6. Spoofing
7. Hoax
8. Spam
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