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QUESTION 1

A customer with a SOHO requires fast, secure, cost-effective access to the Internet. Which of the following would be the
MOST appropriate solution? (Select TWO). 

A. OC3 line with built-in firewall 

B. DS3 line with a separate firewall 

C. Cable modem with a separate firewall 

D. Dial-up modem with separate firewall 

E. DSL router with firewall capabilities 

Correct Answer: CE 

 

QUESTION 2

Which of the following is being described when symbols are displayed on the side of the building and/or walking path, to
identify open hot-spots? 

A. Social engineering 

B. War chalking 

C. WPA cracking 

D. Packet sniffing 

Correct Answer: B 

 

QUESTION 3

Which of the following can a network technician change to help limit war driving? 

A. Signal strength 

B. SSID 

C. Frequency 

D. Channel 

Correct Answer: A 

Explanation: War driving is a term used to describe the process of a hacker who, armed with a laptop and a wireless
adapter card and traveling via a car, bus, subway train, or other form of mechanized transport, goes around sniffing for
WLANs. Over time, the hacker builds up a database comprising the network name, signal strength, location, and
ip/namespace in use.. 
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QUESTION 4

Which of the following is the control when observing network bandwidth patterns over time? 

A. Network log 

B. Baseline 

C. Flow data 

D. Interface statistics 

Correct Answer: B 

To successfully baseline a network it is important to consider two functions; performance at protocol level and
performance at application level. There are many significant metrics to consider at the protocol level, but only a few
which are critical. The most important is bandwidth utilization compared with bandwidth availability. The most likely
cause of poor network performance is insufficient bandwidth. Trending bandwidth utilization allows you to recognize
problem areas, provide enough bandwidth to reach performance objectives, and predict future capacity requirements.
Changes in bandwidth utilization patterns also provide a clear indication of network usage alterations, such as a change
in end-user behavior, or the unauthorized addition of an application. 

 

QUESTION 5

A user is connecting to the Internet at an airport through an ad-hoc connection. Which of the following is the MOST
likely security threat? 

A. Man-in-the-middle 

B. Social engineering 

C. Phishing 

D. DoS 

Correct Answer: A 

A man in the middle attack is one in which the attacker intercepts messages in a public key exchange and then
retransmits them, substituting his own public key for the requested one, so that the two original parties still appear to be
communicating with each other. 
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