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QUESTION 1

A Chief Executive Officer (CEO) decided that only a limited number of authorized company workstations will be able to
connect to the Internet. Which of the following would BEST accomplish this goal? 

A. Use content filtering 

B. Install and configure IDS 

C. Enable MAC address filtering 

D. Enable RAS on the network firewall 

Correct Answer: C 

Most Wi-Fi access points and routers ship with a feature called hardware or MAC address filtering. This feature is
normally turned "off" by the manufacturer, because it requires a bit of effort to set up properly. However, to improve the
security of your Wi-Fi LAN (WLAN), strongly consider enabling and using MAC address filtering. 

 

QUESTION 2

The network administrator installed a new dipole antenna that extends 100 feet (30.48 meters) from the existing AP. All
components are correct, functional, and installed properly. However, during validation, there is a very weak signal
coming from the antenna. 

Which of the following is the MOST likely cause of the issue? 

A. The installation exceeds the link limitations 

B. The antenna is mounted for vertical polarization 

C. The dBi output of the antenna is too low 

D. The radio is too powerful for the installation 

Correct Answer: A 

Explanation: Unlike isotropic antennas, dipole antennas are real antennas. Dipole antennas have a different radiation
pattern compared to isotropic antennas. The dipole radiation pattern is 360 degrees in the horizontal plane and 75
degrees in the vertical plane (assuming the dipole antenna is standing vertically) and resembles a donut in shape.
Because the beam is "slightly" concentrated, dipole antennas have a gain over isotropic antennas of 2.14 dB in the
horizontal plane. Dipole antennas are said to have a gain of 2.14 dBi (in comparison to an isotropic antenna). 

 

QUESTION 3

Drag and drop each networking tool to the MOST appropriate descriptor. Each tool may only be used once. 

Select and Place: 
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Correct Answer: 
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QUESTION 4

A company wants to have a security zone to isolate traffic within the firewall. Which of the following could be used? 

A. VPN 

B. ACL 
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C. DMZ 

D. VLAN 

Correct Answer: C 

 

QUESTION 5

A network technician is assigned to view websites that a user has visited. Which of the following should the technician
review to find this information? 

A. Event viewer 

B. History logs 

C. Network sniffer 

D. System logs 

Correct Answer: B 
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