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QUESTION 1

In which of the following alternative processing sites is the backup facility maintained in a constant order, with a full
complement of servers, workstations, and communication links ready to assume the primary operations responsibility? 

A. Mobile Site 

B. Cold Site 

C. Warm Site 

D. Hot Site 

Correct Answer: D 

 

QUESTION 2

Which of the following statements about the availability concept of Information security management is true? 

A. It determines actions and behaviors of a single individual within a system. 

B. It ensures reliable and timely access to resources. 

C. It ensures that unauthorized modifications are not made to data by authorized personnel or processes. 

D. It ensures that modifications are not made to data by unauthorized personnel or processes. 

Correct Answer: B 

 

QUESTION 3

Which of the following are the goals of risk management? Each correct answer represents a complete solution. Choose
three. 

A. Assessing the impact of potential threats 

B. Identifying the accused 

C. Finding an economic balance between the impact of the risk and the cost of the countermeasure 

D. Identifying the risk 

Correct Answer: ACD 

 

QUESTION 4

Which of the following refers to an information security document that is used in the United States Department of
Defense (DoD) to describe and accredit networks and systems? 
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A. SSAA 

B. FITSAF 

C. FIPS 

D. TCSEC 

Correct Answer: A 

 

QUESTION 5

Which of the following statements best explains how encryption works on the Internet? 

A. Encryption encodes information using specific algorithms with a string of numbers known as a key. 

B. Encryption validates a username and password before sending information to the Web server. 

C. Encryption allows authorized users to access Web sites that offer online shopping. 

D. Encryption helps in transaction processing by e-commerce servers on the Internet. 

Correct Answer: A 
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