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QUESTION 1

Which of the following security models focuses on data confidentiality and controlled access to classified information? 

A. Bell-La Padula model 

B. Take-Grant model 

C. Clark-Wilson model 

D. Biba model 

Correct Answer: A 

 

QUESTION 2

Which of the following policies helps reduce the potential damage from the actions of one person? 

A. CSA 

B. Risk assessment 

C. Separation of duties 

D. Internal audit 

Correct Answer: C 

 

QUESTION 3

Software Development Life Cycle (SDLC) is a logical process used by programmers to develop software. Which of the
following SDLC phases meets the audit objectives defined below: System and data are validated. System meets all user
requirements. System meets all control requirements. 

A. Programming and training 

B. Evaluation and acceptance 

C. Definition 

D. Initiation 

Correct Answer: B 

 

QUESTION 4

Which of the following persons is responsible for testing and verifying whether the security policy is properly
implemented, and the derived security solutions are adequate or not? 
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A. Data custodian 

B. Auditor 

C. User 

D. Data owner 

Correct Answer: B 

 

QUESTION 5

You work as a Forensic Investigator. Which of the following rules will you follow while working on a case? Each correct
answer represents a part of the solution. Choose all that apply. 

A. Prepare a chain of custody and handle the evidence carefully. 

B. Examine original evidence and never rely on the duplicate evidence. 

C. Never exceed the knowledge base of the forensic investigation. 

D. Follow the rules of evidence and never temper with the evidence. 

Correct Answer: ABCD 
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