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QUESTION 1

What are the subordinate tasks of the Implement and Validate Assigned IA Control phase in the DIACAP process Each
correct answer represents a complete solution. Choose all that apply. 

A. Conduct activities related to the disposition of the system data and objects. 

B. Combine validation results in DIACAP scorecard. 

C. Conduct validation activities. 

D. Execute and update IA implementation plan. 

Correct Answer: BCD 

 

QUESTION 2

Which of the following principles are defined by the IATF model Each correct answer represents a complete solution.
Choose all that apply. 

A. The degree to which the security of the system, as it is defined, designed, and implemented, meets the security
needs. 

B. The problem space is defined by the customer\\'s mission or business needs. 

C. The systems engineer and information systems security engineer define the solution space, which is driven by the
problem space. 

D. Always keep the problem and solution spaces separate. 

Correct Answer: BCD 

 

QUESTION 3

You work as a security engineer for BlueWell Inc. According to you, which of the following statements determines the
main focus of the ISSE process 

A. Design information systems that will meet the certification and accreditation documentation. 

B. Identify the information protection needs. 

C. Ensure information systems are designed and developed with functional relevance. 

D. Instruct systems engineers on availability, integrity, and confidentiality. 

Correct Answer: B 

 

QUESTION 4
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Which of the following Security Control Assessment Tasks evaluates the operational, technical, and the management
security controls of the information system using the techniques and measures selected or developed 

A. Security Control Assessment Task 3 

B. Security Control Assessment Task 1 

C. Security Control Assessment Task 4 

D. Security Control Assessment Task 2 

Correct Answer: A 

 

QUESTION 5

Which of the following approaches can be used to build a security program Each correct answer represents a complete
solution. Choose all that apply. 

A. Right-Up Approach 

B. Left-Up Approach 

C. Bottom-Up Approach 

D. Top-Down Approach 

Correct Answer: CD 
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