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QUESTION 1

Which of the following types of cryptography defined by FIPS 185 describes a cryptographic algorithm or a tool
accepted as a Federal Information Processing Standard

A. Type Il (E) cryptography
B. Type Il cryptography

C. Type | cryptography

D. Type Il cryptography

Correct Answer: B

QUESTION 2

Which of the following refers to a process that is used for implementing information security
A. Classic information security model

B. Certification and Accreditation (CandA)

C. Information Assurance (l1A)

D. Five Pillars model

Correct Answer: B

QUESTION 3

Which of the following cooperative programs carried out by NIST encourages performance excellence among U.S.
manufacturers, service companies, educational institutions, and healthcare providers

A. Manufacturing Extension Partnership
B. Baldrige National Quality Program
C. Advanced Technology Program

D. NIST Laboratories

Correct Answer: B

QUESTION 4

You have been tasked with finding an encryption methodology that will encrypt most types of email attachments. The
requirements are that your solution must use the RSA algorithm. Which of the following is your best choice
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A. PGP

B. SMIME
C.DES

D. Blowfish

Correct Answer: B

QUESTION 5

You work as a security engineer for BlueWell Inc. According to you, which of the following DITSCAPNIACAP model
phases occurs at the initiation of the project, or at the initial CandA effort of a legacy system

A. Post Accreditation
B. Definition

C. Verification

D. Validation

Correct Answer: B
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