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QUESTION 1

Which of the following types of ciphers operates on a group of bits rather than an individual character or bit of a
message? 

A. Block cipher 

B. Classical cipher 

C. Substitution cipher 

D. Stream cipher 

Correct Answer: A 

 

QUESTION 2

Which of the following statements about a stream cipher are true? Each correct answer represents a complete solution.
Choose three. 

A. It typically executes at a higher speed than a block cipher. 

B. It divides a message into blocks for processing. 

C. It typically executes at a slower speed than a block cipher. 

D. It divides a message into bits for processing. 

E. It is a symmetric key cipher. 

Correct Answer: ADE 

 

QUESTION 3

Which of the following protocols supports encapsulation of encrypted packets in secure wrappers that can be
transmitted over a TCP/IP connection? 

A. PPTP 

B. UDP 

C. IPSec 

D. PAP 

Correct Answer: A 

 

QUESTION 4
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You work as a Network Administrator of a TCP/IP network. You are having DNS resolution problem. Which of the
following utilities will you use to diagnose the problem? 

A. TRACERT 

B. PING 

C. IPCONFIG 

D. NSLOOKUP 

Correct Answer: D 

 

QUESTION 5

Which of the following are the centralized administration technologies? Each correct answer represents a complete
solution. Choose all that apply. 

A. RADIUS 

B. TACACS+ 

C. Media Access control 

D. Peer-to-Peer 

Correct Answer: AB 
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