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QUESTION 1

You work as a Chief Security Officer for Tech Perfect Inc. The company has a TCP/IP based network. You want to use
a firewall that can track the state of active connections of the network and then determine which network packets are
allowed to enter through the firewall. Which of the following firewalls has this feature?

A. Stateful packet inspection firewall

B. Proxy-based firewall

C. Dynamic packet-filtering firewall

D. Application gateway firewall

Correct Answer: C

QUESTION 2

Which of the following are types of asymmetric encryption algorithms? Each correct answer represents a complete
solution. Choose two.

A. RSA
B. AES
C.ECC
D. DES

Correct Answer: AC

QUESTION 3

Which of the following is the process of finding weaknesses in cryptographic algorithms and obtaining the plaintext or
key from the ciphertext?

A. Kerberos

B. Cryptography
C. Cryptographer
D. Cryptanalysis

Correct Answer: D

QUESTION 4

Which of the following terms related to risk management represents the estimated frequency at which a threat is
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expected to occur?

A. Safeguard

B. Annualized Rate of Occurrence (ARO)
C. Single Loss Expectancy (SLE)

D. Exposure Factor (EF)

Correct Answer: B

QUESTION 5

In which of the following Person-to-Person social engineering attacks does an attacker pretend to be an outside
contractor, delivery person, etc., in order to gain physical access to the organization?

A. In person attack

B. Third-party authorization attack
C. Impersonation attack

D. Important user posing attack

Correct Answer: C
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