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QUESTION 1

Which of the following is responsible for maintaining certificates in a public key infrastructure (PKI)? 

A. Domain Controller 

B. Certificate User 

C. Certification Authority 

D. Internet Authentication Server 

Correct Answer: C 

 

QUESTION 2

Which of the following types of attacks is often performed by looking surreptitiously at the keyboard or monitor of an
employee\\'s computer? 

A. Buffer-overflow attack 

B. Man-in-the-middle attack 

C. Shoulder surfing attack 

D. Denial-of-Service (DoS) attack 

Correct Answer: C 

 

QUESTION 3

An access control secures the confidentiality, integrity, and availability of the information and data of an organization. In
which of the following categories can you deploy the access control? Each correct answer represents a part of the
solution. Choose all that apply. 

A. Detective access control 

B. Corrective access control 

C. Administrative access control 

D. Preventive access control 

Correct Answer: ABD 

 

QUESTION 4

Which of the following methods will allow data to be sent on the Internet in a secure format? 
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A. Serial Line Interface Protocol 

B. Point-to-Point Protocol 

C. Browsing 

D. Virtual Private Networks 

Correct Answer: D 

 

QUESTION 5

SSH is a network protocol that allows data to be exchanged between two networks using a secure channel. Which of
the following encryption algorithms can be used by the SSH protocol? Each correct answer represents a complete
solution. Choose all that apply. 

A. Blowfish 

B. DES 

C. IDEA 

D. RC4 

Correct Answer: ABC 
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