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QUESTION 1

You work as a Network Administrator for NetTech Inc. You want to have secure communication on the company\\'s
intranet. You decide to use public key and private key pairs. What will you implement to accomplish this?

A. Microsoft Internet Information Server (1IS)
B. VPN

C. FTP server

D. Certificate server

Correct Answer: D

QUESTION 2

Single Loss Expectancy (SLE) represents an organization\\'s loss from a single threat. Which of the following formulas
best describes the Single Loss Expectancy (SLE)?

A. SLE = Asset Value (AV) * Exposure Factor (EF)

B. SLE = Asset Value (AV) * Annualized Rate of Occurrence (ARO)

C. SLE = Annualized Loss Expectancy (ALE) * Annualized Rate of Occurrence (ARO)
D. SLE = Annualized Loss Expectancy (ALE) * Exposure Factor (EF)

Correct Answer: A

QUESTION 3

You work as a Project Manager for Tech Perfect Inc. You are creating a document which emphasizes the formal study
of what your organization is doing currently and where it will be in the future. Which of the following analysis will help
you in accomplishing the task?

A. Cost-benefit analysis

B. Gap analysis

C. Requirement analysis

D. Vulnerability analysis

Correct Answer: B

QUESTION 4

Which of the following can be configured so that when an alarm is activated, all doors lock and the suspect or intruder is
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caught between the doors in the dead-space?
A. Man trap

B. Biometric device

C. Host Intrusion Detection System (HIDS)

D. Network Intrusion Detection System (NIDS)

Correct Answer: A

QUESTION 5

Maria works as a Network Security Officer for Gentech Inc. She wants to encrypt her network traffic. The specific
requirement for the encryption algorithm is that it must be a symmetric key block cipher. Which of the following
techniques will she use to fulfill this requirement?

A. IDEA

B. PGP

C.DES

D. AES

Correct Answer: C
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