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QUESTION 1

Which of the following protocols provides certificate-based authentication for virtual private networks (VPNs)? 

A. PPTP 

B. SMTP 

C. HTTPS 

D. L2TP 

Correct Answer: D 

 

QUESTION 2

Which of the following uses a Key Distribution Center (KDC) to authenticate a principle? 

A. CHAP 

B. PAP 

C. Kerberos 

D. TACACS 

Correct Answer: C 

 

QUESTION 3

You work as a Network Administrator for Blue Bell Inc. The company has a TCP-based network. The company has two
offices in different cities. The company wants to connect the two offices by using a public network. You decide to
configure a virtual private network (VPN) between the offices. Which of the following protocols is used by VPN for
tunneling? 

A. L2TP 

B. HTTPS 

C. SSL 

D. IPSec 

Correct Answer: A 

 

QUESTION 4

Which of the following encryption modes can make protocols without integrity protection even more susceptible to replay
attacks, since each block gets decrypted in exactly the same way? 
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A. Cipher feedback mode 

B. Cipher block chaining mode 

C. Output feedback mode 

D. Electronic codebook mode 

Correct Answer: D 

 

QUESTION 5

Which of the following authentication methods prevents unauthorized execution of code on remote systems? 

A. TACACS 

B. S-RPC 

C. RADIUS 

D. CHAP 

Correct Answer: B 
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