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QUESTION 1

You work in the office of a large company. You receive a call from a person claiming to be from the Helpdesk. He asks
you for your password.

What kind of threat is this?
A. Natural threat

B. Organizational threat
C. Social Engineering

D. Arason

Correct Answer: C

QUESTION 2

A hacker gains access to a web server and reads the credit card numbers stored on that server. Which security principle
is violated?

A. Availability

B. Confidentiality
C. Integrity

D. Authenticity

Correct Answer: B

QUESTION 3

Who are allowed to access highly confidential files?

A. Employees with a business need-to-know

B. Contractors with a business need-to-know

C. Employees with signed NDA have a business need-to-know

D. Non-employees designated with approved access and have signed NDA

Correct Answer: C

QUESTION 4

Which of the following is a technical security measure?
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A. Encryption

B. Security policy

C. Safe storage of backups
D. User role profiles.

Correct Answer: A

QUESTION 5

Below is Purpose of "Integrity", which is one of the Basic Components of Information Security
A. the property that information is not made available or disclosed to unauthorized individuals
B. the property of safeguarding the accuracy and completeness of assets.

C. the property that information is not made available or disclosed to unauthorized individuals
D. the property of being accessible and usable upon demand by an authorized entity.

Correct Answer: B
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