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QUESTION 1

You are the first to arrive at work in the morning and notice that the CD ROM on which you saved contracts yesterday
has disappeared. You were the last to leave yesterday. When should you report this information security incident? 

A. This incident should be reported immediately. 

B. You should first investigate this incident yourself and try to limit the damage. 

C. You should wait a few days before reporting this incident. The CD ROM can still reappear and, in that case, you will
have made a fuss for nothing. 

Correct Answer: A 

 

QUESTION 2

Midwest Insurance controls access to its offices with a passkey system. We call this a preventive measure. What are
some other measures? 

A. Detective, repressive and corrective measures 

B. Partial, adaptive and corrective measures 

C. Repressive, adaptive and corrective measures 

Correct Answer: A 

 

QUESTION 3

A non-human threat for computer systems is a flood. In which situation is a flood always a relevant threat? 

A. If the risk analysis has not been carried out. 

B. When computer systems are kept in a cellar below ground level. 

C. When the computer systems are not insured. 

D. When the organization is located near a river. 

Correct Answer: B 

 

QUESTION 4

The company Midwest Insurance has taken many measures to protect its information. It uses an Information Security
Management System, the input and output of data in applications is validated, confidential documents are sent in
encrypted form and staff use tokens to access information systems. Which of these is not a technical measure? 

A. Information Security Management System 
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B. The use of tokens to gain access to information systems 

C. Validation of input and output data in applications 

D. Encryption of information 

Correct Answer: A 

 

QUESTION 5

What do employees need to know to report a security incident? 

A. How to report an incident and to whom. 

B. Whether the incident has occurred before and what was the resulting damage. 

C. The measures that should have been taken to prevent the incident in the first place. 

D. Who is responsible for the incident and whether it was intentional. 

Correct Answer: A 
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