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QUESTION 1

There was a fire in a branch of the company Midwest Insurance. The fire department quickly arrived at the scene and
could extinguish the fire before it spread and burned down the entire premises. The server, however, was destroyed in
the fire. The backup tapes kept in another room had melted and many other documents were lost for good. What is an
example of the indirect damage caused by this fire? 

A. Melted backup tapes 

B. Burned computer systems 

C. Burned documents 

D. Water damage due to the fire extinguishers 

Correct Answer: D 

 

QUESTION 2

You are the first to arrive at work in the morning and notice that the CD ROM on which you saved contracts yesterday
has disappeared. You were the last to leave yesterday. When should you report this information security incident? 

A. This incident should be reported immediately. 

B. You should first investigate this incident yourself and try to limit the damage. 

C. You should wait a few days before reporting this incident. The CD ROM can still reappear and, in that case, you will
have made a fuss for nothing. 

Correct Answer: A 

 

QUESTION 3

What is an example of a non-human threat to the physical environment? 

A. Fraudulent transaction 

B. Corrupted file 

C. Storm 

D. Virus 

Correct Answer: C 

 

QUESTION 4

You work in the IT department of a medium-sized company. Confidential information has got into the wrong hands
several times. This has hurt the image of the company. You have been asked to propose organizational security
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measures for laptops at your company. What is the first step that you should take? 

A. Formulate a policy regarding mobile media (PDAs, laptops, smartphones, USB sticks) 

B. Appoint security personnel 

C. Encrypt the hard drives of laptops and USB sticks 

D. Set up an access control policy 

Correct Answer: A 

 

QUESTION 5

Midwest Insurance controls access to its offices with a passkey system. We call this a preventive measure. What are
some other measures? 

A. Detective, repressive and corrective measures 

B. Partial, adaptive and corrective measures 

C. Repressive, adaptive and corrective measures 

Correct Answer: A 
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