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QUESTION 1

The company Midwest Insurance has taken many measures to protect its information. It uses an Information Security
Management System, the input and output of data in applications is validated, confidential documents are sent in
encrypted form and staff use tokens to access information systems. Which of these is not a technical measure? 

A. Information Security Management System 

B. The use of tokens to gain access to information systems 

C. Validation of input and output data in applications 

D. Encryption of information 

Correct Answer: A 

 

QUESTION 2

What is the most important reason for applying segregation of duties? 

A. Segregation of duties makes it clear who is responsible for what. 

B. Segregation of duties ensures that, when a person is absent, it can be investigated whether he or she has been
committing fraud. 

C. Tasks and responsibilities must be separated in order to minimize the opportunities for business assets to be
misused or changed, whether the change be unauthorized or unintentional. 

D. Segregation of duties makes it easier for a person who is ready with his or her part of the work to take time off or to
take over the work of another person. 

Correct Answer: C 

 

QUESTION 3

Which of the following measures is a preventive measure? 

A. Installing a logging system that enables changes in a system to be recognized 

B. Shutting down all internet traffic after a hacker has gained access to the company systems 

C. Putting sensitive information in a safe 

D. Classifying a risk as acceptable because the cost of addressing the threat is higher than the value of the information
at risk 

Correct Answer: C 

 

QUESTION 4
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You read in the newspapers that the ex-employee of a large company systematically deleted files out of revenge on his
manager. Recovering these files caused great losses in time and money. What is this kind of threat called? 

A. Human threat 

B. Natural threat 

C. Social Engineering 

Correct Answer: A 

 

QUESTION 5

What is the greatest risk for an organization if no information security policy has been defined? 

A. If everyone works with the same account, it is impossible to find out who worked on what. 

B. Information security activities are carried out by only a few people. 

C. Too many measures are implemented. 

D. It is not possible for an organization to implement information security in a consistent manner. 

Correct Answer: D 
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