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QUESTION 1

Which of the following would BEST be described as password best practices? (Select THREE).
A. Use of long passwords

B. Sharing passwords with a trusted source

C. Limiting password reuse

D. Keeping default passwords

E. Use of special characters

F. Writing down difficult passwords

Correct Answer: ACE

QUESTION 2

Which of the following is an example of ransomware?

A. A user is asked to pay a fee for a password to unlock access to their files.

B. A user receives an email demanding payment for a trial application that has stopped working.
C. A user has opened an Internet browser and is taken to a site that is not the normal home page.
D. A user is asked to open an attachment that verifies the price of an item that was not ordered.

Correct Answer: A

QUESTION 3

Which of the following is the MOST sensitive Personally Identifiable Information (PIl) and should be shared cautiously
and only with trusted resources?

A. Email address

B. Phone number

C. Mother\\'s maiden name
D. Last name

Correct Answer: C

QUESTION 4
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A user had to replace the hard drive in a computer. The user would like to install the games that came with the computer
but were not installed as part of the initial OS setup wizard.

The user can install the games by performing which of the following?
A. Schedule automatic updates.

B. Enable installed OS features.

C. Update hardware drivers.

D. Reinstall productivity applications.

Correct Answer: B

QUESTION 5

Multiple laptops that contain confidential data are stolen from a company. Which of the following is a likely policy change
resulting from this incident?

A. Enabling full disk encryption

B. Requiring screensaver password
C. Disabling Bluetooth adapters

D. Adding multifactor authentication

Correct Answer: A
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