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QUESTION 1

A customer has acquired another company that has its own Active Directory infrastructure The 802 1X authentication
works with the customers original Active Directory servers but the customer would like to authenticate users from the
acquired company as well. What steps are required, in regards to the Authentication Sources, in order to support this
request? (Select two.) 

A. Create a new Authentication Source, type Active Directory. 

B. Join the ClearPass server(s) to the new AD domain. 

C. Add the new AD server(s) as backup into the existing Authentication Source. 

D. There is no need to Join ClearPass to the new AD domain. 

E. Create a new Authentication Source, type Generic LDAP. 

Correct Answer: BD 

 

QUESTION 2

You have configured a Guest SSID with Captive-portal Web Authentication and MAC authentication The MAC caching
expiry time set to 12 hours and the Guest Account expiration time is set to 8 hours. What will happen if the guest were
to disconnect from the SSID and re-connect 9 hours later? 

A. The client will tail the MAC authentication and be denied access to the Guest SSID. 

B. The client will successfully pass the mac authentication until the mac caching time expires. 

C. The client will successfully pass the MAC authentication but still be redirected to captive portal page. 

D. The client will fail the MAC authentication and will be redirected to the Captive-portal login page. 

Correct Answer: C 

 

QUESTION 3

While configuring a guest solution, the customer is requesting that guest user receive access for four hours from their
first login. Which Guest Account Expiration would you select? 

A. expire_after 

B. do_expire 

C. expire_time 

D. expire_ postlogin 

Correct Answer: A 
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QUESTION 4

What is used to validate the EAP Certificate? (Select three.) 

A. Common Name 

B. Date 

C. Key usage 

D. Server Identity 

E. SAN entries 

F. Trust chain 

Correct Answer: ACF 

 

QUESTION 5

You have Integrated ClearPass Onboard with Active Directory Certificate Services (ADCS) web enrollment to sign the
Anal device TLS certificates The Onboard provisioning process completes successfully but when the user finally clicks
connect, the user falls to connect to the network with an unknown_ca certificate error. What steps will you follow to
complete the requirement? 

A. Make sure that the ClearPass servers are using the default self-signed certificates for both SSL and RADIUS server
identity 

B. Add the ADCS root certificate to both the CPPM Certificate trust list and to the Onboard Certificate Store trust list 

C. Make sure both the ClearPass servers have different certificates used for both SSL and RADIUS server identity. 

D. Export the self-signed certificate from the ClearPass servers and manually add them as trusted certificates in clients 

Correct Answer: A 
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