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QUESTION 1

You are managing an Aruba Mobility Controller (MC). What is a reason for adding a "Log Settings" definition in the
ArubaOS Diagnostics > System > Log Settings page? 

A. Configuring the Syslog server settings for the server to which the MC forwards logs for a particular category and
level 

B. Configuring the MC to generate logs for a particular event category and level, but only for a specific user or AP. 

C. Configuring a filter that you can apply to a defined Syslog server in order to filter events by subcategory 

D. Configuring the log facility and log format that the MC will use for forwarding logs to all Syslog servers 

Correct Answer: A 

 

QUESTION 2

What is one way a noneypot can be used to launch a man-in-the-middle (MITM) attack to wireless clients? 

A. it uses a combination or software and hardware to jam the RF band and prevent the client from connecting to any
wireless networks 

B. it runs an NMap scan on the wireless client to And the clients MAC and IP address. The hacker then connects to
another network and spoofs those addresses. 

C. it examines wireless clients\\' probes and broadcasts the SSlDs in the probes, so that wireless clients will connect to
it automatically. 

D. it uses ARP poisoning to disconnect wireless clients from the legitimate wireless network and force clients to connect
to the hacker\\'s wireless network instead. 

Correct Answer: D 

 

QUESTION 3

Refer to the exhibit, which shows the current network topology. 
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You are deploying a new wireless solution with an Aruba Mobility Master (MM). Aruba Mobility Controllers (MCs). and
campus APs (CAPs). The solution will Include a WLAN that uses Tunnel for the forwarding mode and Implements
WPA3-Enterprise security. 

What is a guideline for setting up the vlan for wireless devices connected to the WLAN? 

A. Assign the WLAN to a single new VLAN which is dedicated to wireless users 

B. Use wireless user roles to assign the devices to different VLANs in the 100-150 range 

C. Assign the WLAN to a named VLAN which specified 100-150 as the range of IDs. 

D. Use wireless user roles to assign the devices to a range of new vlan IDs. 

Correct Answer: B 

 

QUESTION 4

What is one way that WPA3-PerSonal enhances security when compared to WPA2- Personal? 

A. WPA3-Perscn3i is more secure against password leaking Because all users nave their own username and password 

B. WPA3-Personai prevents eavesdropping on other users\\' wireless traffic by a user who knows the passphrase for
the WLAN. 

C. WPA3-Personai is more resistant to passphrase cracking Because it requires passphrases to be at least 12
characters 

D. WPA3-Personal is more complicated to deploy because it requires a backend authentication server 
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Correct Answer: A 

 

QUESTION 5

What is a benefit or Protected Management Frames (PMF). sometimes called Management Frame Protection (MFP)? 

A. PMF helps to protect APs and MCs from unauthorized management access by hackers. 

B. PMF ensures trial traffic between APs and Mobility Controllers (MCs) is encrypted. 

C. PMF prevents hackers from capturing the traffic between APs and Mobility Controllers. 

D. PMF protects clients from DoS attacks based on forged de-authentication frames 

Correct Answer: A 
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