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QUESTION 1

What is a use case for tunneling traffic between an Aruba switch and an AruDa Mobility Controller (MC)? 

A. applying firewall policies and deep packet inspection to wired clients 

B. enhancing the security of communications from the access layer to the core with data encryption 

C. securing the network infrastructure control plane by creating a virtual out-of-band- management network 

D. simplifying network infrastructure management by using the MC to push configurations to the switches 

Correct Answer: A 

 

QUESTION 2

Your Aruba Mobility Master-based solution has detected a rogue AP Among other information the ArubaOS Detected
Radios page lists this Information for the AP SSID = PubllcWiFI 

BSSID = a8M27 12 34:56 Match method = Exact match Match type = Eth-GW-wired-Mac-Table 

The security team asks you to explain why this AP is classified as a rogue. What should you explain? 

A. The AP Is connected to your LAN because It is transmitting wireless traffic with your network\\'s default gateway\\'s
MAC address as a source MAC Because it does not belong to the company, it is a rogue 

B. The ap has a BSSID mat matches authorized client MAC addresses. This indicates that the AP is spoofing the MAC
address to gam unauthorized access to your company\\'s wireless services, so It is a rogue 

C. The AP has been detected as launching a DoS attack against your company\\'s default gateway. This qualities it as a
rogue which needs to be contained with wireless association frames immediately 

D. The AP is spoofing a routers MAC address as its BSSID. This indicates mat, even though WIP cannot determine
whether the AP is connected to your LAN. it is a rogue. 

Correct Answer: D 

 

QUESTION 3

What is a benefit of deploying Aruba ClearPass Device insight? 

A. Highly accurate endpoint classification for environments with many devices types, including Internet of Things (loT) 

B. visibility into devices\\' 802.1X supplicant settings and automated certificate deployment 

C. Agent-based analysts of devices\\' security settings and health status, with the ability to implement quarantining 

D. Simpler troubleshooting of ClearPass solutions across an environment with multiple ClearPass Policy Managers 

Correct Answer: B 
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QUESTION 4

You have deployed a new Aruba Mobility Controller (MC) and campus APs (CAPs). One of the WLANs enforces 802.IX
authentication lo Aruba ClearPass Policy Manager {CPPM) When you test connecting the client to the WLAN. the test
falls You check Aruba ClearPass Access Tracker and cannot find a record of the authentication attempt You ping from
the MC to CPPM. and the ping is successful. 

What is a good next step for troubleshooting? 

A. Renew CPPM\\'s RADIUS/EAP certificate 

B. Reset the user credentials 

C. Check CPPM Event viewer. 

D. Check connectivity between CPPM and a backend directory server 

Correct Answer: C 

 

QUESTION 5

You configure an ArubaOS-Switch to enforce 802.1X authentication with ClearPass Policy Manager (CPPM) denned as
the RADIUS server Clients cannot authenticate You check Aruba ClearPass Access Tracker and cannot find a record of
the authentication attempt. 

What are two possible problems that have this symptom? (Select two) 

A. users are logging in with the wrong usernames and passwords or invalid certificates. 

B. Clients are configured to use a mismatched EAP method from the one In the CPPM service. 

C. The RADIUS shared secret does not match between the switch and CPPM. 

D. CPPM does not have a network device defined for the switch\\'s IP address. 

E. Clients are not configured to trust the root CA certificate for CPPM\\'s RADIUS/EAP certificate. 

Correct Answer: AE 
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