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QUESTION 1

What is a vulnerability of an unauthenticated Dime-Heliman exchange? 

A. A hacker can replace the public values exchanged by the legitimate peers and launch an MITM attack. 

B. A brute force attack can relatively quickly derive Diffie-Hellman private values if they are able to obtain public values 

C. Diffie-Hellman with elliptic curve values is no longer considered secure in modem networks, based on NIST
recommendations. 

D. Participants must agree on a passphrase in advance, which can limit the usefulness of Diffie- Hell man in practical
contexts. 

Correct Answer: A 

 

QUESTION 2

Which correctly describes a way to deploy certificates to end-user devices? 

A. ClearPass Onboard can help to deploy certificates to end-user devices, whether or not they are members of a
Windows domain 

B. ClearPass Device Insight can automatically discover end-user devices and deploy the proper certificates to them 

C. ClearPass OnGuard can help to deploy certificates to end-user devices, whether or not they are members of a
Windows domain 

D. in a Windows domain, domain group policy objects (GPOs) can automatically install computer, but not user
certificates 

Correct Answer: A 

 

QUESTION 3

A company is deploying ArubaOS-CX switches to support 135 employees, which will tunnel client traffic to an Aruba
Mobility Controller (MC) for the MC to apply firewall policies and deep packet inspection (DPI). This MC will be
dedicated to receiving traffic from the ArubaOS-CX switches. 

What are the licensing requirements for the MC? 

A. one AP license per-switch 

B. one PEF license per-switch 

C. one PEF license per-switch. and one WCC license per-switch 

D. one AP license per-switch. and one PEF license per-switch 

Correct Answer: D 
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QUESTION 4

What is a difference between radius and TACACS+? 

A. RADIUS combines the authentication and authorization process while TACACS+ separates them. 

B. RADIUS uses TCP for Its connection protocol, while TACACS+ uses UDP tor its connection protocol. 

C. RADIUS encrypts the complete packet, white TACACS+ only offers partial encryption. 

D. RADIUS uses Attribute Value Pairs (AVPs) in its messages, while TACACS+ does not use them. 

Correct Answer: A 

 

QUESTION 5

What is a guideline for creating certificate signing requests (CSRs) and deploying server Certificates on ArubaOS
Mobility Controllers (MCs)? 

A. Create the CSR online using the MC Web Ul if your company requires you to archive the private key. 

B. if you create the CSR and public/private Keypair offline, create a matching private key online on the MC. 

C. Create the CSR and public/private keypair offline If you want to install the same certificate on multiple MCs. 

D. Generate the private key online, but the public key and CSR offline, to install the same certificate on multiple MCs. 

Correct Answer: A 
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