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QUESTION 1

An administrator is concerned about the security of the control plane connection between an AOS-CX switch and an
Aruba Mobility Controller (MC) when implementing user-based tunneling. How should the administrator protect this
traffic?

A. IPSec with a digital certificate

B. GRE with a pre-shared key

C. PAPI with an MD5 pre-shared key

D. IPSec with a pre-shared key

Correct Answer: C

QUESTION 2

What would prevent two OSPF routers from forming an adjacency? (Select two.)
A. Different priorities

B. Different area types

C. Different MTU sizes

D. Different IP addresses

E. Different router IDs

Correct Answer: BC

QUESTION 3
An administrator of a company has concerns about upgrading the access layer switches.

The users rely heavily on wireless and VolP telephony. Which is the best recommendation to ensure a short downtime
for the users during upgrading the access layer switches?

A. Install the in-service software upgrade (ISSU) feature with clustering enabled
B. Install AOS-CX 6300 or 6400 switches with always-on POE

C. Implement VSF on the AOS-CX access switches

D. Implement VSX on the AOS-CX access switches

Correct Answer: B

Explanation: The key is to reduce the impact. VSF or not will have same impact when the switch reboots. But if the
switch support always on poe then at least the POE clients will be ready before the switch finish booting up. If you dont
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have always on POE, then the poe clients will reboot AFTER the switch boots up.

QUESTION 4

An administrator wants to drop traffic from VLAN 6 (10.1.6.0/24) to VLAN 5 (10.1.5.0/24), but allow all other traffic. What
is correct configuration to accomplish this?

A

class ip VLANGS
10 match ip 10.1.6.0/24 10.1.5.0/24
exit

policy VLANS
10 class ip VLANS action drop
BXit

interface vian 5
apply access-list ip VLANS in

access-list ip VLANS
10 permitip 10.1.6.0/0.0.0.255 10.1.5.0/0.0.0.255
20 permitip any any
exit
interface vian 5
apply access-list ip
VLANS in
exit

access-list ip VLANS
10 deny ip 10.1.6.0/24 10.1.5.0/24
20 permit ip any any
exit
interface vian 5
apply access-list ip VLANS in
exit

class ip VLANS
10 match ip 10.1.6.0/24 10.1.5.0/24
exit
policy VLANS
10 class ip VLANS action drop
EXit
vian 5
apply policy VLANS in

A. Option A
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B. Option B
C. Option C
D. Option D

Correct Answer: C

QUESTION 5

A company has recently purchased a ClearPass AAA solution. Their network consists of AOS-CX switches at the
access layer. The company is implementing a rollout of 10T devices for smart building management to control the
lighting and HVAC systems. The network administrator is concerned about allowing secure access to these devices
since they only support MAC-Auth.

Which ClearPass feature should the administrator leverage to help determine that MAC address spoofing is not
occurring for this group of devices?

A. User-based tunneling

B. Device fingerprinting

C. RADIUS change of authorization
D. Downloadable user roles

Correct Answer: B
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