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QUESTION 1

What is the certificate format PKCS #7, or .p7b, used for?

A. Certificate Signing Request

B. Binary encoded X.509 certificate

C. Binary encoded X.509 certificate with public key

D. Certificate with an encrypted private key

E. Certificate chain

Correct Answer: E

The PKCS#7 or P7B format is usually stored in Base64 ASCII format and has a file extension of .p7b or .p7c. P7B
certificates contain "-----BEGIN PKCS7-----" and "-----END PKCS7-----" statements. A P7B file only contains certificates
and chain certificates, not the private key. Several platforms support P7B files including Microsoft Windows and Java

Tomcat.

References: https://community.arubanetworks.com/t5/Controller-Based-WLANs/Various-Certificate-Formats/ta-
p/176548

QUESTION 2

ClearPass and a wired switch are configured for 802.1x authentication with RADIUS CoA (RFC 3576) on UDP port
3799. This port has been blocked by a firewall between the wired switch and ClearPass. What will be the outcome of
this state?

A. RADIUS Authentications will fail because the wired switch will not be able to reach the ClearPass server.

B. During RADIUS Authentication, certificate exchange between the wired switch and ClearPass will fail.

C. RADIUS Authentications will timeout because the wired switch will not be able to reach the ClearPass server.

D. RADIUS Authentication will succeed, but Post-Authentication Disconnect-Requests from ClearPass to the wired
switch will not be delivered.

E. RADIUS Authentication will succeed, but RADIUS Access-Accept messages from ClearPass to the wired switch for
Change of Role will not be delivered.

Correct Answer: D

QUESTION 3

Refer to the exhibit.
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Based on the guest Self-Registration with Sponsor Approval workflow shown, at which stage does the sponsor approve
the user\\'s request?

A. After the RADIUS Access-Request

B. After the NAS login, but before the RADIUS Access-Request
C. Before the user can submit the registration form

D. After the RADIUS Access-Response

E. After the receipt page is displayed, before the NAS login

Correct Answer: E

QUESTION 4

Refer to the exhibit.
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Summary m Posture Plugins Rules

Policy Name: Employee Posture Policy
Description:
Posture Agent: NAP Agent ‘= OnGuard Agent (Persistent or Dissolvable)

Host Operating System: & windows ¢ Linux () Mac OS X

Based on the Posture Policy configuration shown, above, which statement is true?

A. This Posture Policy can only be applied to an 802.1x wired service not 802.1x wireless.

B. This Posture Policy checks the health status of devices running Windows, Linux and Mac OS X.

C. This Posture Policy can use either the persistent or dissolvable Onguard agent to obtain the statement of health.
D. This Posture Policy checks for presence of a firewall application in Windows devices.

E. This Posture Policy checks with a Windows NPS server for posture tokens.

Correct Answer: C

QUESTION 5

Refer to the exhibit.

Configuration = Enforcement = Profiles » Add Enforcement Profile
Enforcement Profiles
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An Enforcement Profile has been created in the Policy Manager as shown. Which action will ClearPass take based on
the Enforcement Profile? A. It will send the Session-Timeout attribute in the RADIUS Access-Request packet to the
NAD and the NAD will end the user\\'s session after 600 seconds.

B. It will send the Session-Timeout attribute in the RADIUS Access-Accept packet to the User and the user\\'s session
will be terminated after 600 seconds.

C. It will count down 600 seconds and send a RADUIS CoA message to the NAD to end the user\\'s session after this
time is up.

D. It will count down 600 seconds and send a RADUIUS CoA message to the user to end the user\\'s session after this
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time is up.

E. It will send the session -Timeout attribute in the RADIUS Access-Accept packet to the NAD and the NAD will end the
user\\'s session after 600 seconds.

Correct Answer: E
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