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QUESTION 1

Refer to the exhibit. 
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A network administrator wants to allow contractors to access the WLAN named EmployeesNet. In order to restrict
network access, the network administrator wants to assign this category of users to the contractor firewall role. 

To do this, the network administrator configures ClearPass in a way that it returns the Aruba-User-Role VSA with the
contractor value. When testing the solution the network administrator receives the wrong role. 

What should the network administrator do to assign the contractor role to contractor users without affecting any other
role assignment? 

A. Set contractor as the default role in the AAA profile. 

B. Create the contractor firewall role in the MC. 

C. Create server derivation rules in the server group. 

D. Check the Download role from the CPPM option in the AAA profile. 

Correct Answer: A 

 

QUESTION 2

Refer to the exhibits. Exhibit 1 

Exhibit 2 
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A network administrator deploys role-based tunneled node in a corporate network to unify the security policies
enforcement. When users authenticate with 802.1X, ClearPass shows Accept results, and sends the HPE-User-Role
attribute as expected. However, the switch always applies the denyall role. 

Why does the switch fail to allocate the tunnel-employee role? 

A. Denyall is a secondary role contained within tunnel-employee. 

B. The switch is not configured with primary tunneled-node user role. 

C. The switch is not configured with secondary tunneled-node user role. 

D. RADIUS Access Accept messages time out in the switch. 

Correct Answer: B 

 

QUESTION 3

Refer to the exhibit. 

A network administrator evaluates a deployment to validate that users are assigned to the proper roles. Based on the
output shown in the exhibit, what can the network administrator conclude? 

A. The MC assigned the machine authentication default user role. 

B. The MC assigned the role based on user-derivation rules. 
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C. The MC assigned the role based on server-derivation rules. 

D. The MC assigned the default role of the authentication method. 

Correct Answer: D 

 

QUESTION 4

A foreign exchange broker in a shared office space uses an Aruba Mobility Master (MM)-Mobility Controller (MC)
architecture along with ClearPass and AirWave. The corporate network is FXBroker121, but users report that they
cannot access the FXBroker111 SSID. The team suspects that a rogue AP is in place and a malicious user tried to
disguise the WLAN name. 

How can the organization\\'s network administrator identify and locate the potential rogue AP? 

A. Create an AirWave RAPIDS rule with a Suspected Rogue classification and the SSID Matches FXBroker111
condition, then access any RAPID List entry that matches the rule and click on Location. 

B. Use ClearPass Event viewer and search for entries with the FXBroker111 Aruba-Essid-Name VSA attribute, then
obtain the value of the Aruba-AP-Group attribute. 

C. Use ClearPass Event viewer and search for entries with the FXBroker111 Aruba-Essid-Name VSA attribute, then
obtain the value of the Aruba-Location-id attribute. 

D. Create and AirWave RAPIDS rule with a Suspected Rogue classification and the SSID Does Not Match FXBroker121
condition, then access any RAPIDS List entry that matches the rule and click on Location. 

Correct Answer: B 

 

QUESTION 5

A company has headquarters based in the US and rents internation office space in Mexico City so that 10 employees
can work remotely. The company must implement a remote access technology so branch office employees can access
all servers at the headquareters. 

The office has both wired and wireless internet connectivity, with no restrictions on what device connects to the network.
However, ports UDP 4500, 5060, and 5061 are blocked by the primeter firewall. 

Which remote access technology is required to allow employees to access the servers at the headquarters? 

A. BOC with CAPs 

B. IAP VPN 

C. RAP 

D. VIA 

Correct Answer: C 
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