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QUESTION 1

A university wants to deploy ClearPass with the Guest module. The university has two types that need to use web login
authentication. The first type of users are students whose accounts are in an Active Directory server. The second type
of users are friends of students who need to self-register to access the network. 

How should the service be set up in the Policy Manager for this network? 

A. Guest User Repository and Active Directory server both as authentication sources 

B. Active Directory server as the authentication source, and Guest User Repository as the authorization source 

C. Guest User Repository as the authentication source, and Guest User Repository and Active Directory server as
authorization sources 

D. either the Guest User Repository or Active Directory server should be the single authentication source 

E. Guest User Repository as the authentication source and the Active Directory server as the authorization source 

Correct Answer: A 

 

QUESTION 2

Refer to the exhibit. 

An Enforcement Profile has been created in the Policy Manager as shown. Which action will ClearPass take based on
the Enforcement Profile? 

A. It will send the Session-Timeout attribute in the RADIUS Access-Request packet to the NAD and the NAD will end
the user\\'s session after 600 seconds. 

B. It will send the Session-Timeout attribute in the RADIUS Access-Accept packet to the User and the user\\'s session
will be terminated after 600 seconds. 

C. It will count down 600 seconds and send a RADUIS CoA message to the NAD to end the user\\'s session after this
time is up. 

D. It will count down 600 seconds and send a RADUIUS CoA message to the user to end the user\\'s session after this
time is up. 

E. It will send the session -Timeout attribute in the RADIUS Access-Accept packet to the NAD and the NAD will end the
user\\'s session after 600 seconds. 
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Correct Answer: E  

 

QUESTION 3

The "Alerts" tab in an access tracker entry shows the error message: "Access denied by policy." 

What is a possible cause of authentication failure? 

A. Failure to find an appropriate service to process the authentication request 

B. Configuration of the Enforcement Policy 

C. An error in the role mapping policy 

D. Implementation of a firewall policy on ClearPass 

E. Failure to select an appropriate authentication method for the authentication request 

Correct Answer: B 

 

QUESTION 4

What is the purpose of Operator Profiles? 

A. to enforce role based access control for Aruba Controllers 

B. to enforce role based access control for ClearPass Policy Manager admin users 

C. to enforce role based access control for ClearPass Guest Admin users 

D. to assign ClearPass roles to guest users 

E. to map AD attributes to admin privilege levels in ClearPass Guest 

Correct Answer: C 

An operator profile determines what actions an operator is permitted to take when using ClearPass Guest. 

References: http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_UG_HTML_6.5/Content/OperatorLogins/Op
eratorProfiles.htm 

 

QUESTION 5
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Based on the Policy configuration shown, which VLAN will be assigned when a user with ClearPass role Engineer
authenticates to the network successfully using connection protocol WEBAUTH? 

A. Deny Access 

B. Employee VLAN 

C. Internet VLAN 

D. Full Access VLAN 

Correct Answer: B 
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