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QUESTION 1

An SNMP probe is sent from ClearPass to a network access device, but ClearPass is unable to obtain profiling
information. What are likely causes? (Select three.) 

A. Only SNMP read has been configured but SNMP write is needed for profiling information. 

B. An external firewall is blocking SNMP traffic. 

C. SNMP is not enabled on the NAD. 

D. SNMP community string in the ClearPass and NAD configuration is mismatched. 

E. SNMP probing is not supported between ClearPass and NADs. 

Correct Answer: BCD 

Verify firewall port 162 (default) is open between AMP and the controller. 

SNMP must be enabled on the NAD. 

The community string that ClearPass is using to access the NAD might be wrong. 

References: https://community.arubanetworks.com/t5/Monitoring-Management-Location/SNMP-Get-Failed-quot-error-
message/ta-p/169774 

 

QUESTION 2

An employee authenticates using a corporate laptop and runs the persistent Onguard agent to send a health check back
the Policy Manager. Based on the health of the device, a VLAN is assigned to the corporate laptop. Which licenses are
consumed in this scenario? 

A. 1 Policy Manager license, 1 Onboard License 

B. 2 Policy Manager licenses, 1 Onguard License 

C. 1 Policy Manager license, 1 Profile License 

D. 2 Policy Manager licenses, 2 Onguard licenses 

E. 1 Policy Manager license, 1 Onguard License 

Correct Answer: E 

 

QUESTION 3

What is the certificate format PKCS #7, or .p7b, used for? 

A. Certificate Signing Request 

B. Binary encoded X.509 certificate 
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C. Binary encoded X.509 certificate with public key 

D. Certificate with an encrypted private key 

E. Certificate chain 

Correct Answer: E 

The PKCS#7 or P7B format is usually stored in Base64 ASCII format and has a file extension of .p7b or .p7c. P7B
certificates contain "-----BEGIN PKCS7-----" and "-----END PKCS7-----" statements. A P7B file only contains certificates
and chain certificates, not the private key. Several platforms support P7B files including Microsoft Windows and Java
Tomcat. 

References: https://community.arubanetworks.com/t5/Controller-Based-WLANs/Various-Certificate-Formats/ta-
p/176548 

 

QUESTION 4

An employee provisions a personal smart phone using the Onboard process. In addition, the employee has a corporate
laptop provided by IT that connects to the secure network. How many licenses does the employee consume? 

A. 1 Policy Manager license, 2 Guest Licenses 

B. 2 Policy Manager licenses, 1 Onboard License 

C. 1 Policy Manager license, 1 Onboard License 

D. 1 Policy Manager license, 1 Guest License 

E. 2 Policy Manager licenses, 2 Onboard Licenses 

Correct Answer: B 

 

QUESTION 5

A university wants to deploy ClearPass with the Guest module. The university has two types that need to use web login
authentication. The first type of users are students whose accounts are in an Active Directory server. The second type
of users are friends of students who need to self-register to access the network. 

How should the service be set up in the Policy Manager for this network? 

A. Guest User Repository and Active Directory server both as authentication sources 

B. Active Directory server as the authentication source, and Guest User Repository as the authorization source 

C. Guest User Repository as the authentication source, and Guest User Repository and Active Directory server as
authorization sources 

D. either the Guest User Repository or Active Directory server should be the single authentication source 

E. Guest User Repository as the authentication source and the Active Directory server as the authorization source 

Correct Answer: A 
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