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QUESTION 1

A customer would like to deploy ClearPass with these requirements: -2000 devices need to be Onboarded -2000
corporate devices need to run posture checks daily -500 guest users need to authenticate each day using the web login
feature 

What is the license mix that customer will need to purchase? 

A. CP-HW-5k, 2500 ClearPass Enterprise 

B. CP-HW-25k, 4500 ClearPass Enterprise 

C. CP-HW-500, 2500 ClearPass Enterprise 

D. CP-HW-25k, 4000 ClearPass Enterprise 

E. CP-HW-5k, 4500 ClearPass Enterprise 

Correct Answer: B 

 

QUESTION 2

What is the purpose of Operator Profiles? 

A. to enforce role based access control for Aruba Controllers 

B. to enforce role based access control for ClearPass Policy Manager admin users 

C. to enforce role based access control for ClearPass Guest Admin users 

D. to assign ClearPass roles to guest users 

E. to map AD attributes to admin privilege levels in ClearPass Guest 

Correct Answer: C 

An operator profile determines what actions an operator is permitted to take when using ClearPass Guest. 

References: http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_UG_HTML_6.5/Content/OperatorLogins/Op
eratorProfiles.htm 

 

QUESTION 3

When is the RADIUS server certificate used? (Select two.) 

A. During dual SSID onboarding, when the client connects to the Guest network 

B. During EAP-PEAP authentication in single SSID onboarding 

C. During post-Onboard EAP-TLS authentication, when the client verifies the server certificate 
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D. During Onboard Web Login Pre-Auth, when the client loads the Onboarding web page 

E. During post-Onboard EAP-TLS authentication, when the server verifies the client certificate 

Correct Answer: CD 

 

QUESTION 4

What is the purpose of RADIUS CoA (RFC 3576)? 

A. to force the client to re-authenticate upon roaming to a new Controller 

B. to apply firewall policies based on authentication credentials 

C. to validate a host MAC address against a whitelist or a blacklist 

D. to authenticate users or devices before granting them access to a network 

E. to transmit messages to the NAD/NAS to modify a user\\'s session status 

Correct Answer: E 

CoA messages modify session authorization attributes such as data filters. References:
https://tools.ietf.org/html/rfc3576 

 

QUESTION 5

Which statement accurately describes configuration of Data and Management ports on the ClearPass appliance?
(Select two.) 

A. Static IP addresses are only allowed on the management port. 

B. Configuration of the data port is mandatory. 

C. Configuration on the management port is mandatory. 

D. Configuration of the data port if optional. 

E. Configuration of the management port is optional. 

Correct Answer: CD 

The Management port (ethernet 0) provides access for cluster administration and appliance maintenance using the
WebUI, CLI, or internal cluster communication. This configuration is mandatory. 

The configuration of the data port is optional. If this port is not configured, requests are redirected to the Management
port. 

References: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/1%20About%20Clea
rPass/Hardware_Appliance.htm 
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