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QUESTION 1

A customer wants to use the OS information of devices in the Enforcement policy. 

Which source should be added as an authorization source? 

A. OnGuard Repository 

B. Guest User Repository 

C. Local User Repository 

D. Endpoints Repository 

E. Active Directory 

Correct Answer: D 

 

QUESTION 2

When Active Directory is added as an authentication source, what should the format be for the Active Directory bin DN? 

A. admin.domain.com 

B. domain.com\admin 

C. domain.com 

D. admin@domain.com 

E. admin\domain.com 

Correct Answer: D 

For Active Directory, the bind DN can also be in the administrator@domain format (for example,
administrator@acme.com). 

Reference http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/
CPPM_UserGuide/Auth/AuthSource_GenericLDAP.htm 

 

QUESTION 3

What happens when a client successfully authenticates but does not match any Enforcement Policy rules? 

A. no role is applied to the device 

B. logon profile is applied to the device 

C. default Enforcement profile is applied 

D. guest rule is applied to the device 
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E. default rule is applied to the device 

Correct Answer: C 

The first time a device connects, it\\'s allowed on in a limited state (session timeout is a low value and DHCP is allowed)
because it doesn\\'t match any Enforcement policy rules based on Endpoint Category. The default enforcement profile is
used. 

Reference: http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/tdp/243252 

 

QUESTION 4

What is the purpose of using a role mapping policy in an 802.1x service with Active Directory as the authentication
source? 

A. to translate and combine AD attributes into ClearPass roles 

B. to send roles from ClearPass to the AD user to update a user\\'s group membership 

C. to enable attributes as roles directly without needing role mapping rules 

D. to send Aruba firewall roles back to the Aruba Network Access Device 

E. to send details of a user\\'s connection to the AD user to store in its database 

Correct Answer: B 

 

QUESTION 5

What is the primary use of the ClearPass OnGuard Application? 

A. Device Profiling 

B. Guest Access 

C. Secure Employee Access 

D. Endpoint Posture 

E. Onboarding BYOD Devices 

Correct Answer: D 

Reference: https://www.arubanetworks.com/assets/ds/DS_ClearPass_OnGuard.pdf 
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