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QUESTION 1

Where is the web login page created in the ClearPass UI? 

A. WebAuth Service 

B. Captive Portal Profile 

C. ClearPass Policy Manager 

D. Guest Login Service 

E. ClearPass Guest 

Correct Answer: E 

 

QUESTION 2

What is the benefit of persistent agents over dissolvable agents? 

A. Auto-remediation 

B. Autonomous logon 

C. Firewall tracking 

D. Firewall checks 

E. Advanced Posture checks 

Correct Answer: A 

Reference: https://www.arubanetworks.com/assets/ds/DS_ClearPass_OnGuard.pdf 

 

QUESTION 3

Which ClearPass collectors are valid for profiling information? (Select two.) 

A. FTP 

B. SNMP 

C. Active Sync 

D. On-enrollment 

E. Active Directory 

Correct Answer: BC 

Reference http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/
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CPPM_UserGuide/PolicyProfile/Collectors.htm 

 

QUESTION 4

When enforcement action is used in ClearPass to bounce a client? 

A. Webpage redirect 

B. ACL 

C. VLAN attribute 

D. RADIUS VSA 

E. RADIUS CoA 

Correct Answer: E 

In the Profiler tab, change the RADIUS CoA Action to "[Cisco - Bounce-Host-Port]". Make sure your switch is configured
for this. 

Reference http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/tdp/243252 

 

QUESTION 5

What happens when a client successfully authenticates but does not match any Enforcement Policy rules? 

A. no role is applied to the device 

B. logon profile is applied to the device 

C. default Enforcement profile is applied 

D. guest rule is applied to the device 

E. default rule is applied to the device 

Correct Answer: C 

The first time a device connects, it\\'s allowed on in a limited state (session timeout is a low value and DHCP is allowed)
because it doesn\\'t match any Enforcement policy rules based on Endpoint Category. The default enforcement profile is
used. 

Reference: http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/tdp/243252 
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