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QUESTION 1

An analyst notices that a disabled user account has been enabled. Is this an action that the analyst should take? (Put
the user account on a watchlist to keep an eye on it.) 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 2

While investigating alerts in the Analyzer you notice a host desktop with a low risk score has been sending regular
emails from an internal account to the same external account. Upon investigation you see that the emails all have
attachments. Would this be correct assessment of the situation? (This desktop should be added to a watch list and
audited for a time to determine if this is real threat activity.) 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 3

You are configuring a ClearPass Cluster to send endpoint context to an IntroSpect Analyzer for the wireless network.
You want to test the setup after you have installed the XML file with the enforcement profiles and actions. Can this
method be used to test that the setup is functioning correctly? (Connect to the wireless network, and send a test
authentication from a test device/user in the network. Observe the results in Access Tracker.) 

A. Yes 

B. No 

Correct Answer: A 

 

 

QUESTION 4

A customer is asking you to explain the difference between a data breach and a data leak. Does this explain the
difference? (In both cases, data has left your network for the outside. A data breach is executed by an outside attacker,
while a data leak is executed either deliberately or accidentally by an inside actor.) 

A. Yes 

B. No 
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Correct Answer: A 

 

QUESTION 5

In a meeting with a customer that runs a fully automated manufacturing facility that is connected to the business and
corporate offices, the operations manager asks why they need IntroSpect to monitor the manufacturing network. Is this
a reason they should monitor the manufacturing network security? (Because the controllers and sensors do not store
customer data or corporate intellectual property, even if the automation network was to be breached it would not expose
anything valuable.) 

A. Yes 

B. No 

Correct Answer: B 
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