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QUESTION 1

Which of the following is the BEST security control to restrict access to certain locations? 

A. Employee badges 

B. Biometric locks 

C. Video surveillance 

D. Sign-in logs 

Correct Answer: B 

 

QUESTION 2

A technician watches as a doctor accesses PHI on a computer in a public area, closes the record, and walks away
without logging out. 

Which of the following should the technician do? 

A. Log the doctor out immediately 

B. Turn off the monitor 

C. Leave the session open in case the doctor needs to access another record 

D. Page the doctor to ask if the computer is still needed 

Correct Answer: A 

 

 

QUESTION 3

If a hospital staff member has a violation due to willful neglect and the violation is not corrected, which of the following is
the amount of the fine? 

A. $5,000 

B. $10,000 

C. $25,000 per violation with an annual maximum of $250,000 

D. $50,000 per violation with an annual maximum of $1.5 million 

Correct Answer: D 

 

QUESTION 4
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Which of the following is an advantage WPA2 has over WPA? 

A. Double bandwidth potential 

B. RADIUS authentication 

C. TKIP encryption 

D. 802.11i compliance 

Correct Answer: D 

 

QUESTION 5

Under the HIPAA privacy and security rules, which of the following are covered entities? 

A. Schools and municipal offices 

B. Vendor specific entities 

C. Physicians\\' offices that do not transmit electronically 

D. Nursing homes, dentists, and psychologists 

Correct Answer: D 
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