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QUESTION 1

Joseph works as a Network Administrator for WebTech Inc. He has to set up a centralized area on the network so that
each employee can share resources and documents with one another. Which of the following will he configure to
accomplish the task? 

A. VPN 

B. Intranet 

C. Extranet 

D. WEP 

Correct Answer: B 

 

QUESTION 2

Against which of the following does SSH provide protection? Each correct answer represents a complete solution.
Choose two. 

A. Broadcast storm 

B. DoS attack 

C. Password sniffing 

D. IP spoofing 

Correct Answer: CD 

 

QUESTION 3

Which of the following statements about Digest authentication are true? Each correct answer represents a complete
solution. Choose two. 

A. Digest authentication is a more secure authentication method as compared to Basic authentication. 

B. In Digest authentication, passwords are sent across a network as a hash value, rather than as clear text. 

C. Digest authentication is used by wireless LANs, which follow the IEEE 802.11 standard. 

D. In Digest authentication, passwords are sent across a network as clear text, rather than as a has value. 

Correct Answer: AB 

 

QUESTION 4

Maria works as the Chief Security Officer for PassGuide Inc. She wants to send secret messages to the CEO of the
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company. To secure these messages, she uses a technique of hiding a secret message within an ordinary message.
The technique provides \\'security through obscurity\\'. What technique is Maria using? 

A. Public-key cryptography 

B. Steganography 

C. RSA algorithm 

D. Encryption 

Correct Answer: B 

 

 

QUESTION 5

Ryan wants to create an ad hoc wireless network so that he can share some important files with another employee of
his company. Which of the following wireless security protocols should he choose for setting up an ad hoc wireless 

network? 

Each correct answer represents a part of the solution. Choose two. 

A. WEP 

B. WPA-PSK 

C. WPA2 -EAP 

D. WPA-EAP 

Correct Answer: AB 
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