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QUESTION 1

In which of the following malicious hacking steps does email tracking come under? 

A. Maintaining Access 

B. Gaining access 

C. Reconnaissance 

D. Scanning 

Correct Answer: C 

 

QUESTION 2

What type of malware hides its malicious activity behind legitimate software functionality when a user runs an infected
program of the system? 

A. Packer 

B. Virus 

C. Trojan 

D. Worm 

Correct Answer: C 

 

QUESTION 3

Which of the following U.S. Federal laws addresses computer crime activities in communication lines, stations, or
systems? 

A. 18 U.S.C. 2510 

B. 18 U.S.C. 1362 

C. 18 U.S.C. 1030 

D. 18 U.S.C. 2701 

E. 18 U.S.C. 1029 

Correct Answer: B 

 

QUESTION 4

Which security control is designed to provide prevention, detection, and remediation for file-based malware activity? 
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A. Indicators of Compromise (IOC) 

B. Network Intrusion Prevention System (NIPS) 

C. Endpoint Protection Platform (EPP) 

D. Data Loss Prevention (DLP) 

Correct Answer: A 

 

QUESTION 5

A project team member has just identified a new project risk. The risk event is determined to have significant impact but
a low probability in the project. Should the risk event happen it\\'ll cause the project to be delayed by three weeks, which
will cause new risk in the project. What should the project manager do with the risk event? 

A. Add the identified risk to the issues log. 

B. Add the identified risk to a quality control management control chart. 

C. Add the identified risk to the low-level risk watchlist. 

D. Add the identified risk to the risk register. 

Correct Answer: D 
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