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QUESTION 1

At what point in the Incident Handling process should an organization determine its approach to notifying law
enforcement?

A. When performing analysis

B. When preparing policy

C. When recovering from the incident
D. When reacting to an incident

Correct Answer: B

QUESTION 2

You have set up a local area network for your company. Your firewall separates your network into several sections: a
DMZ with semi-public servers (web, dns, email) and an intranet with private servers. A penetration tester gains access
to both sections and installs sniffers in each. He is able to capture network traffic for all the devices in the private section
but only for one device (the device with the sniffer) in the DMZ. What can be inferred about the design of the system?
A. You installed a router in the private section and a switch in the DMZ

B. You installed a hub in the private section and a switch in the DMZ

C. You installed a switch in the private section and a hub in the DMZ

D. You installed a switch in the private section and a router in the DMZ

Correct Answer: B

QUESTION 3

Which of the following items are examples of preventive physical controls? Each correct answer represents a complete
solution. Choose three.

A. Biometric access controls

B. Closed-circuit television monitors
C. Fire extinguishers

D. Locks and keys

Correct Answer: ACD

QUESTION 4
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When a host on a remote network performs a DNS lookup of www.google.com, which of the following is likely to provide
an Authoritative reply?

A. The local DNS server

B. The top-level DNS server for .com
C. The DNS server for google.com
D. The root DNS server

Correct Answer: A

QUESTION 5

Which of the following files contains the shadowed password entries in Linux?
A. /etc/passwd

B. /etc/shadow

C. letc/profile

D. /etc/shdpwd

Correct Answer: B
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