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QUESTION 1

Sam works as a Network Administrator for Gentech Inc. He has been assigned a project to develop the 

rules that define the IDP policy in the rulebase. 

Which of the following will he define as the components of the IDP policy rule? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. IDP Profiler 

B. IDP rule notifications 

C. IDP rule IP actions 

D. IDP appliance deployment mode 

Correct Answer: BC 

 

QUESTION 2

In which of the following IDS evasion attacks does an attacker send a data packet such that IDS accepts the data
packet but the host computer rejects it? 

A. Fragmentation overwrite attack 

B. Fragmentation overlap attack 

C. Evasion attack 

D. Insertion attack 

Correct Answer: D 

 

QUESTION 3

Adam works as a Senior Programmer for Umbrella Inc. A project has been assigned to him to write a short program to
gather user input for a Web application. He wants to keep his program neat and simple. His chooses to use printf(str)
where he should have ideally used printf("%s", str). 

What attack will his program expose the Web application to? 

A. Cross Site Scripting attack 

B. Format string attack 

C. Sequence++ attack 

D. SQL injection attack 
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Correct Answer: B 

 

QUESTION 4

When no anomaly is present in an Intrusion Detection, but an alarm is generated, the response is known as
__________. 

A. True positive 

B. False negative 

C. False positive 

D. True negative 

Correct Answer: C 

 

QUESTION 5

You work as a Network Administrator for ABC Inc. You want to configure Snort as an IDS for your 

company\\'s wireless network, but you are concerned that Snort does not support all types of traffic. 

What traffic does Snort support? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. ICMP 

B. UDP 

C. TCP 

D. IP 

Correct Answer: ABCD 
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