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QUESTION 1

Which of the following group management messages is used by routers to handle the IPv6 multicast routing? 

A. OSPF 

B. ARP 

C. ICMPv6 

D. IGMP 

Correct Answer: C 

 

QUESTION 2

Jain works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.abc.com. 

He has successfully completed the following steps of the preattack phase: 

>> Information gathering >> Determining network range >> Identifying active machines >> Finding open ports and
applications >> OS fingerprinting >> Fingerprinting services 

Now Jain wants to perform network mapping of the ABC network. 

Which of the following tools can he use to accomplish his task? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. Traceroute 

B. Cheops 

C. NeoTrace 

D. Ettercap 

Correct Answer: ABC 

 

QUESTION 3

You work as a Security Manager for Tech Perfect Inc. The company has a Windows-based network. You want to scroll
real-time network traffic to a command console in a readable format. 

Which of the following command line utilities will you use to accomplish the task? 

A. WinDump 

B. libpcap 

C. WinPcap 
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D. iptables 

Correct Answer: A 

 

QUESTION 4

You work as a Network Administrator for ABC Inc. You want to configure Snort as an IDS for your 

company\\'s wireless network, but you are concerned that Snort does not support all types of traffic. 

What traffic does Snort support? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. ICMP 

B. UDP 

C. TCP 

D. IP 

Correct Answer: ABCD 

 

QUESTION 5

Which of the following components are used in the implementation of a wireless intrusion prevention system? 

Each correct answer represents a part of the solution. (Choose three.) 

A. Sensor 

B. Console 

C. Analyzer 

D. Server 

Correct Answer: ABD 
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